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Important Safeguards

For vour protection, please read and understand all of the safety and operating
instructions regarding your Cobalt RaQ 4 and retain for future reference.

1. Ventilation

The Cobalt RaQ 4 s bottom $nts (on the front) and fan opening(s) (on the back
panel) protect the ser er from o erheating. These openings must not be blocked
or co gred. This prodict should not be placed in a built-in installation unless
proper \;ntilation is pro \;ded.

2. Lithium Battery

The lithium battery on the system board pro ides pw er for the real-time clock
and CMOS RAM. The battery has an estimated useful life e_pectancy of 5 to 10
vears. If vour system no longer keeps accurate time and date settings, it may be
time to change the batterv. Contact Cobalt for ser \;ce information.

Warning: There is a danger of e_plosion if the battery is incorrectly

replaced or replacedv ith thew rong type of battery. Replace only
w ith the same or equi \;ﬂent tvpe recommended by the equipment

manufactyrer. Dispose of used batteries according to

manyfactures s instructions.

Avertissement : 11 y a danger d e_plosion s il y a remplacement
incorrect de la pile. Remplacer uniquement a ec une pile du ng me
type ou @& un typeg qui \;ﬂent recommands par le fabricant. Mettre
au rebut les piles usag es conforng ment au instructions du
fabricant.

Achtung: E_plosionsgefahw enn die Batterie in umgekehrter
Polar#® t eingesetav ird. Nur mit einem gleichen ode® hnlichen,
om Hersteller empfohlenen Tvp, erseten. Verbrauchte Batterien
m, ssen ger® 3 den Aw eisungen des Herstellers $w ertety erden.
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Important Safeguards

3. Power Cord

Caution: The pw er-supply cord is used as the main disconnect
de \;ce. Ensure that the socket outlet is located or installed near the
equipment and is easily accessible.

Attention : Le cordon d alimentation sert d interrupteur gs ns ral. La
prise de courant doitg tre sitg e ou instalk e« pro_jmig du mag riel
et offrir un acg s facile.

Achtung: Zur sicheren Trennung des Get tes om Netzist der
Net@teck_er 2 Aehen. Vergw issern Sie sich, dass die Steckdose
leicht .q@® nglich ist.

4. Electrical Shock

To reduce the risk of electrical shock, do not disassemble this product. Take the
RaQ 4 to a qualfi ed ser \i}ce personw hen ser \;ce or repaiw ork is required.
Opening or remo \i/ng Co ers may e_pose you to dangerous oltage or other risks.
Incorrect reassembly can cause electric shockw hen this prodict is subsequently
used.

5. Operating the unit in an equipment rack

If you plan to install the Cobalt RaQ 4 in an equipment rack, take the folles ing
precautions:

a. Ensure the ambient temperature around the Cobalt RaQ 4% hich may
be higher than the room temperature) isv ithin the limits specfi ed in
AppendiB. See Physical data on page 159.

b. Ensure there is sufi cient air ' around the unit.

c. Ensure electrical circuits are not o erloaded; consider the nameplate
ratings of all the connected equipment and ensure vou ha § 0 greurrent
protection.

d. Ensure the equipment is properly grounded, particularly anv equipment
connected to a pw er strip.

e. Do not place any objects on top of the Cobalt RaQ 4.
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6. Browsers

Both Netscape Na \i/gat01® and Microsoft® Internet E_plorer ha $ bugs that can
cause intermittent, une_plained failures. When using a Web brev ser to interact
w ith your Cobalt RaQ 4, you may occasionally e_perience a brw ser failure.
Released product ersions of the brev sers are usually more reliable than beta
ersions and later ersions typicallw ork the most reliably. A bre ser program
failure, although annoving, does not ad grsely affect vour Cobalt RaQ 4 s data.

To use the RaQ 4, vou need a personal computer (attached to the ne% ork) that
uses a Web brev ser (for e_ample, Netscape Na igator, ersion 4.7 or later, or
Microsoft Internet E_plorer, \(;rsion 5.0 or later). To manage the RaQ 4 from the
Ser $r Desktop, vou must enable cookies, cascading stvle sheets and Ja ascript
on vour bre ser (these features are normally enabled by default).

Regulations and Information

This equipment has been tested and found to complw ith the limits for a Class B
digital de \;ce, pursuant to Part 15 of the FCC Rules. These limits are designed to
pro .ide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordancew ith the instryctions, may
cause harmful interference to radio communications. Hw e er, there is no
guarantee that interferencew ill not occur in a particular installation. If this
equipment does cayse harmful interference to radio or tele ision reception,

w hich can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the folls ing
measires:

e Re-orient or re-locate the recei \;ng antenna.
e Increase the separation bew een the equipment and recei St

¢ Connect the equipment into an outlet on a circyit different from that tov hich
the recei §r is connected.

¢ Consult the dealer or an e_perienced radio/TV technician for help.

In order to maintain compliancew ith FCC regulations, shielded cables must be
usedv ith this equipment. Operationw ith non-appro \(;d equipment or unshielded
cables is likely to result in interference to radio and TV reception. The user is
cautioned that changes and modifi cations made to the equipmentv ithout the
appro \;11 of manufacturer can \(/)id the uses s agthority to operate this equipment.

This equipment is in compliancew ith Undew riters Laboratories (UL) and is
UL-listed.
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Chapter 1

Introduction

The Cobalt RaQ™ 4 is a ser or appliance that pro \i/des a dedicated Web-hosting
platform and offers n& capabilities for high-trafi ¢, comple (Web sites and
e-commerce applications.

The RaQ 4 ser $r appliance offers a full suite of Internet ser \i/ceszv ith remote
administration capabilities, pre-packaged in a single rack-unit (1RU)
indystry-standard enclosure. The RaQ 4 is pre-corfi guredw ith Apache Web

ser er, Sendmail, File Transfer Protocol (FTP) ser St Domain Name System
(DNS), the Linuyoperating system, FrontPage Ser or e—fensions, and support for
Acti $ Ser $r Pages (ASP), PHP and common gatw ay interface (CGI) scripts.

The RaQ 4 further enhances the suite of ser jces by offering dual hard disk dri es
(RaQ 4r corfi guration) or room for an e_{ra hard disk dri $ (RaQ 4i

corfi guration); support for RAID-1 disk mirroring (RaQ 4r corfi guration only), a
faster central processing unit (CPU), an impro ed Ban# idth Management
interface, pre-packaged Secure Sockets Layer (SSL), enhanced backup support
and comprehensi $ site usage reporting. The RaQ 4 also pro \i/des tight
integrationw ith partner products.

The RaQ 4 is pre-loadedv ith InterBase 6.0, an open-source, cross-platform SQL
database from Inprise Corporation. For more information on InterBase, \;sit the
URL http:ww .interbase.com. Also, see InterBase on page 82.
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Chapter 1: Introduction

Table 1 lists the differences among the RaQ 4 corfi gurations.

The only difference bev een the RaQ 4i and RaQ 4r corfi gurations is that the
RaQ 4r hasw o hard disk dri $8 and offers RAID-1 disk mirroring. There is room
in the RaQ 4i to add an e_fra hard disk dri $ but it does not support RAID-1. You
cannot add an e_fra hard disk dri gto the base RaQ 4 corfi gyration.

Table 1. RaQ 4 configurations

Specification RaQ 4 RaQ 4i RaQ 4r
Dual hard disk drives No No Yes

(room to add

an additional

hard disk

drive)
RAID-1 support No No Yes
10/100 BaseT network One Two Two
connectors
PCI expansion slot No Yes Yes
SCSI connector No Yes Yes
Support for FrontPage Yes Yes Yes
Server Extensions
Support for Active Yes Yes Yes
Server Pages (ASP)
Support for PHP Yes Yes Yes
Support for SSL Yes Yes Yes
Bandwidth Yes Yes Yes
management
InterBase 6.0 relational | Yes Yes Yes
database

2 Cobalt RaQ 4 User Manual



General

The RaQ 4 pro \;des a complete solution for \i/rtual site hosting, Web publishing,
fi le transfer, email and third-party applications:

Access to a broad range of Web andfi le transfer protocol (FTP) publishing
capabilities. The RaQ 4 supports the common gate ay interface (CGI) using
Perl scripting, Acti $ Ser $r Pages (ASP) and PHP embedded scripting for
creating interacti $ applications on the Web.

Support for multiple Internet or intranet sites. You can host one or se eral
distinct sites for separate clients or projects. The RaQ 4 pro ides
comprehensi e support for the three most popular Internet ser \;ces Web,
FTP and email.

RAID-1 disk mirroring (RaQ 4r corfi guration only)

Internal and e_ternal communication through email to indi iduals and
groups. In addition to standard indi \i/dual email, the RaQ 4 email ser \i/ces
inclyde automatic response to messagesv hen a user is on \gcation and
automatic fow arding to another email address.

Fle_jble platform for the de \(/ilopment of solutions, including the
de \gzlopment of third-party applications.

All of these ser ices can be usedw ithin an efranet or an intranet en \;ronment, or
across the Internet.

General

Figure 1 and Figure 2 sho the RaQ 4 controls, indicators and connectors.

é Note: The base RaQ 4 ser $r corfi guration does not offer all of the

har#v are components shw n in Figure 2.
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Chapter 1: Introduction
Front view of the RaQ 4

Figure 1. RaQ 4 front view

1. The
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General

Rear view of the RaQ 4

Figure 2. RaQ 4 rear view
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The Security lock hole is used to lock the unit to a secure location.

(D

The Cooling fans maintain proper operating temperature. Ensure that the
gntilation holes are not blocked.

The USB port pro \;des a Uni grsal Serial Bus connection.

The SCSI connector enables a Small Computer System Interface (SCSI)
connection for connecting such de ices as hard disk dri $s- (optional)

The Network status indicators/OK to Power Off signal net ork acti 1tv
and information. The OK to Power Off light ‘fashesv hen it is safe to turn
the pw er off.

The Serial console port alle; s you to connect serial de \i,ces.

The Serial connector alley s you to connect a UPS to the serial port for
Smart UPS support.

The PCI expansion slot pro \;des space for adding a PCI card. (optional)

The Network connectors enable ethernet ne ork connections and accept
the 10/100 BaseT new ork cables.

Network connection 2. (optional)

Network connection 1.

Cooling fan.

The Power switch toggles the pw er on or off.

The Power socket recei $8 the AC cord that is pro \;ded.
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Chapter 1: Introduction

RaQ 4 requirements
To use the RaQ 4, vou need:

o A 10BaseT, 10/100BaseTX or 100BaseTX Transmission Control Protocol/
Internet Protocol (TCP/IP) -based local area nev ork (LAN).

e A personal computer (attached to the new ork) that uses a Web brv ser (for
e—ample, Netscape Na jgator, ersion 4.7 or later, or Microsoft Internet
EA'plorer, \?rsion 5.0 or later).

To manage the RaQ 4 from the user interface (UI), vou must enable cookies,
cascading style sheets and Ja ascript on vour brw ser (these features are
normally enabled by default).

e New ork parametersy hich you can obtain from vour ne% ork
administrator; these include the IP address assigned to the RaQ 4, the subnet
mask of vour new ork and a gate ay or router address (if communicating

w ith other ne& orks).

Target audience for the RaQ 4

The user manual is for RaQ 4 Administratorsv ho use the RaQ 4 to de elop and
host Web sites. RaQ 4 Administrators should be familiaw ith Microsoft®
Windes s™, Macintosh® or other operating systems, and Netscape Na \;gatm@ ,
Microsoft® Internet E_plorer or other Web bre sers.
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Levels of user

Levels of user

A RaQ 4 can host myltiple Internet or intranet sitesw hich can pro ide Web
content, email and FTP ser \;ces. It can be used by three different kinds of users:

The RaQ 4 Administrator is the persorw ho controls and runs the RaQ 4.
This person sets up and maintains the RaQ 4, sets up irtual sites, and sets
access pri ileges and pro ides ser ices for the Site Administrators and site
users. The RaQ 4 Administrator can also act as the Site Administrator for
any \;rtual site.

Note: Whereas industry uses the term .. \i/rtual host , Cobalt
@] New orks uses the term .. jrtual site . In Cobalt s ddi nition, a

\;rtual site consists of a Domain Name System (DNS) domaimw ith
Web, FTP and email ser ices. Each irtual site contains its & n list
of site user accounts. Each site user account has its & n Web, email
spool and any number of email aliases. The fullv qualfi ed domain
name of a \i/rtual site is unique to that sitew hile its [P address can
be shared by many sites. For more information, see Ddfi nition of a
\;rtual site on page 35.

The Site Administrator manages a \;mlal site, located on the RaQ 4, that can
pro \i/de Web publishing, email and FTP ser \;ces for the users of the site. The
Site Administrator sets up user accounts and access pri ileges, maintains
mailing lists, controls the settings for the \;rtual site and its FTP ser \;ce, has
access to users email settings, can generate reports about the irtyal site s
disk and Web usage, and can back up and restorefi les residing on the site.

Site users can send and recei ¢ email through the site, upload and dw nload
fi les using the FTP ser \}ce pro \;ded by the site, publish their @ n personal
Web page on the site, and back up and restore their home directories.
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Chapter 1: Introduction

Organization of the user manual

The user manyal is organi.ed according to the user interface (UI). Chapter 3,
RaQ 4 Ser $r Management, is based on the Server Management screerw ith
the brev n border on the left side. See Figure 3.

Chapter 4, Site Management, is based on the Site Management screerw ith the
green border on the left side. See Figure 4.

Chapter 5, Using Ser ices on a Site, is based on the Personal Profile screen
w ith the blue border on the left side. See Figure 5.

Figure 3. Server Management screen
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Figure 4. Site Management screen
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Figure 5. Personal Profile screen
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List of chapters and appendices

The manyal has the folles ing chapters and appendices.
Chapter 1, Introductiont , summari.es the RaQ 4 functions.

Chapter 2, Setting up the RaQ 4 , e_plains RaQ 4 harsv are setup and the
nev ork integration information.

Chapter 3, RaQ 4 Ser $r Management , discusses RaQ 4 Management
functions.

Chapter 4, Site Management , eplains Site Management functions for \;rtual
sites.

Chapter 5, [Using Ser ices on a Site¢ , shw s hw to use the RaQ 4 ser \;ces
(email, Web publishing and FTP) and he to manage your personal directory.

Appendi4A, Using the LCD Console , e_plains LCD console functions.

AppendiB, Product Informatiorn , pro \;des information about the RaQ 4
harv are and sofw are, regulatory appro \zlslls, physical data and upgrading the
ser er.

Vv

AppendiC, Ad anced Informatiorn , pro ides information on de elopment
tools, corfi gurationfi les, and the directory structure of the RaQ 4 disk.

AppendiD, Domain Name Systent , gi s an in-depth e_planation of the DNS
ser ice.
%

Appendi4E, Licenses , lists licensing information.

Appendi4F, Glossary , pro \i]des a glossary of terms used in the RaQ 4 manyal.
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Organization of the user manual

Ilcons used on the Ul and in the manual

Table 2 describes the icons used on the brov ser-based User Interface (UI) and in
this manyal. If you pass the mouse pointer o $ran icon, a short help message

appears.

Table 2. Icons used in the manual and Ul

Ilcon

Description

b

Web Server

Only in the Service Settings table of Control Panel on the
Management Screen. Web Server is always on.

it

Simple Network Management Protocol (SNMP)

Only in the Service Settings table of Control Panel on the
Management Screen.

=]

Legato/Arkeia file backup

Only in the Service Settings table of Control Panel on the
Management Screen.

=
w1l

Domain Name System (DNS)

Only in the Service Settings table of Control Panel on the
Management Screen.

FrontPage Server extensions

In the Virtual Sites List on the Server Management screen;
indicates that FrontPage server extensions are enabled on
the virtual site.

Active Server Page (ASP)

In the Virtual Sites List on the Server Management screen;
indicates that Active Server Pages are enabled on the virtual
site.

PHP Embedded Scripting

In the Virtual Sites List on the Server Management screen;
indicates that PHP embedded scripting is enabled on the
virtual site.

Telnet

In the Virtual Sites List on the Server Management screen;
indicates that telnet is enabled on the virtual site.
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Table 2. Icons used in the manual and Ul

Ilcon

Description

Bandwidth limit

In the Virtual Sites List on the Server Management screen;
indicates that a bandwidth limit is enabled on the virtual site.

Secure POP3 (APOP)

In the Virtual Sites List on the Server Management screen;
indicates that Secure POPS is enabled on the virtual site.

Secure Sockets Layer (SSL)

In the Virtual Sites List on the Server Management screen;
indicates that SSL is enabled on the virtual site.

Anonymous file transfer protocol (FTP)

In the Virtual Sites List on the Server Management screen;
indicates that Anonymous FTP is enabled on the virtual site.

Modify

In the Virtual Sites List on the Server Management screen;
used to modify the settings for a virtual site.

@ © P @ = M

Modify

In the Bandwidth Limits table on the Server Management
screen; used to modify a bandwidth limit for an IP address.

In the Users List on the Site Management screen; used to
modify the settings for a site user.

@

Delete

In the Virtual Sites List on the Server Management screen;
used to delete a virtual site from a RaQ 4.

In the Bandwidth Limits table on the Server Management
screen; used to delete a bandwidth limit for an IP address.

In the Users List on the Site Management screen; used to
delete a site user from a virtual site.

Email

In the Users List on the Site Management screen; used to
modify the email settings for a site user.

12
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Customer Service and Technical Support

Table 2. Icons used in the manual and Ul

Icon Description

Site Administrator

In the Users List on the Site Management screen; indicates
that the user is the Site Administrator for the virtual site.

Suspension

X In the Virtual Sites List on the Server Management screen;
indicates that a virtual site has been suspended by the RaQ 4
Administrator.

In the Users List on the Site Management screen; indicates
that a user has been suspended by the Site Administrator.

Customer Service and Technical
Support

For Cobalt product information, \;Sit the support section of the Cobalt Web site at
http:Avww .cobalt.com/support/. The site includes a Knw ledge Base that
customers can query; a list of Frequentlv Asked Questions (FAQs) that pro \;de
additional information is also a \gilable through the Knw ledge Base.

General Cobalt information

In the U.S.A., call (888) 70-COBALT or (888) 702-6225, or send email to
info@cobalt.com.

Outside the U.S.A., call +1 650 623-2500, or send email to info@cobalt.com.

In Europe, the Middle East and Africa, call +31 71 565 7000 (The Netherlands),
or send email to info-emea@cobalt.com.

In Japan, send email to info-japan@cobalt.com.
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Cobalt Technical Support and Service

Email contact

You can contact Cobalt New orks Technical Support by email using the Online
Email Support Form. This form pro \i]des us all the informatiorw e need to
ser \i/ce vour request in a timelv fashion.

Go to the URL http:#yww .cobalt.com/support/ and click on the
Contact Support link.

Technical Support telephone numbers
In the United States, call (800) 266-4378.

In Europe, Middle East and Africa, call +31 (71) 565-7070 (The Netherlands).

Customers in Japan can send email to support-japan@cobalt.com.

Further resources and information

Cobalt also offers the follev ing additional resources and information.

Solutions

For bysiness-case information concerning Cobalt prodicts or for solutions that
e—gend the functionality of our products, \;sit the Online Solutions Directory on
Cobalt s Web site at http:Ayww .cobalt.com/solutions/.

Cobalt Developer Network

Cobalt pro ides av ide range of resources, such as technical notes andw hite
papers, for de glopers. of Linuapplications for Cobalt platforms. Premium
resources are also a \;lﬂable.

To registew ith the Cobalt De \(;loper New ork at no cost, \;Sit the Web site at
http://de Veloper.cobalt.com/ .
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Further resources and information

Discussion Groups

Cobalt has made a ailable a number of discussion groups throughw hich users
can share information.

You can jw the current list of Cobalt discussion groups at
http:ww .cobalt.com/support/resources/usergroups.html. The names of the
discussion groups she up as hyperte_{ links.

To subscribe to or unsubscribe from a discussion group, or to \i/w pre \;ous
postings to a group, click on the group name. A n&w brw sew indw opens,
displaying information about the discission group.

Nw discussion groups are added periodically. The current groups include:
e an announcement list concerning Cobalt products

¢ an information list for de \g:loperszv orking on Cobalt products

e auser list for sharing information be& een users of Cobalt products

e asecurity list for ysers to address new ork security issues on Cobalt products

The Knowledge Base

Cobalt offers access to its online database of common installation and
corfi guration problems and solytions. You can access the site at
http:Mww .cobalt.com/support/kb/.

Online technical papers

For in-depth technical information, there are a number of technical papers
a \gilable on Cobalt New orks Web site at http:Avww .cobalt.com/support/.

Education

For thosew ho desire a premium le \91 of technical e_pertisew ith Cobalt

New orks productsy e offer a number of training courses. The intended audience
includes end users, Cobalt resellers, system and ne ork administrators, systems
engineers, prodict de \c;lopers, support technicians, consultants and trainers. You
can access the site at http:Ayww .cobalt.com/support/education/inde ¢html/.
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Before contacting Cobalt Networks
Technical Support

Note: To recei $ Technical Support, vou mustfi rst register vour
Cobalt product.

First, make an effort to resol $ the problem on vour & n. Take note of all actions
vou perform and any error messages so that, if necessary, vou can describe them
to a member of the Technical Support team.

Refer to the user manual and to the Web-based resources such as Cobalt s
Knw ledge Base, the online technical papers and the Solutions page, as
described abo $

To speed up your support call

When contacting Cobalt New orks Technical Support, the more information you
can pro \;de, the better. Before vou call or email, ha $ the follew ing information
ready.

o the serial number, located on the back panel, or the MAC address of the
primary new ork interface, accessible through the user interface, of vour
RaQ 4 ser St

. any additional sof are installed on vour system
e any peripherals connected to your system
e any error messages vou ha $ recei gd and the timew hen thev occurred

*  the process yow ere running or the changes you had madew hen the error
occurred

e the steps vou ha $ taken to resol $ the problem
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Cobalt logo badge

Support tools feature

The Support Tools feature is a Web page that assists Technical Support in
diagnosing problems on a RaQ 4 unit.

On the Server Diagnostics screen, the RaQ 4 Administrator can create and

dw nload a data dump of the corfi gurationfi les on the RaQ 4. This data dump

can then be emailed to diagnostics@cobalt.com. A member of the Technical

Support team can e \;ﬂuate the condition of vour RaQ 4 before pro \;ding vou
w ith correcti $ action, either by telephone or email.

If the RaQ 4 Administrator is familiaw ith Linu he or she can look through this
fi le in an effort to determine the problenw ith the RaQ 4. Thefi le is a standard
g4pfile.

For more information on the Support Tools feature, see Support tools on
page 86.

Cobalt logo badge

For more information on the RaQ 4 ser 28 click on the Cobalt
=3 New orks logo badge in the top left corner.

o the amount of RAM
o the siz of the hard disk
. the \(;rsion of the Cobalt OS

o Cobalt New orks trademark information

The table also contains four hyperte links:

e About The Product displays the ser ices a ailable on the RaQ 4 ser $
links to Cobalt New orks Technical Support and a link to the Solutions
guide.

¢ Cobalt Networks, Inc. Web site takes vou to the
URL http:Avww .cobalt.com.

¢ Credits and Acknowledgements acknw ledges the sof are used on the
RaQ 4.

«  Diagnostic Information contains a form used generate and do nload a
diagnosticsfilew hich can assist Cobalt Technical Support in diagnosing
problemsv ith a RaQ 3 ser $r
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Chapter 2

Setting up the RaQ 4

This chapter guides vou through the process of connecting and corfi guring the
RaQ 4 for your new ork. A typical setup process takes less than 15 minutes, after
w hich you can begin setting up Web sites and using other RaQ 4 ser \i]ces.

If the RaQ 4 has been pre \i/ously cotfi gured for a different new ork, refer to
Lhanging new ork corfi guratiorr on page 150.

The setup process consists of w o phases.

. [Phase 1: Making the connectiorr co ors the physical setup and connection
of the RaQ 4 to a pw er source and the new ork.

. [Phase 2: Setting upw ith the Web brev ser co $rs the new ork integration
process and allw s the administrator to select ser \i/ces and create users and
groups, using any bre ser-enabled computer.

Phase 1: Making the connection

Installing the RaQ 4

The RaQ 4 can either be placed on a ‘fat surface  for eAgmple, a desk, shelf or
table top or it can be connected to a standard 19-inch equipment rack.

Caution: If vou operate the RaQ 4 in an equipment rack, see the
precautions described in 5. Operating the unit in an equipment

rack on page i v

Cobalt RaQ 4 User Manual 19






Phase 1: Making the connection

Connecting to the network

Connect one end of a Category 5 Ethernet cable to the 10/100 Base-T New ork 1
connector on the RaQ 4; see Figure 8. Connect the other end of the cable to an
e—jsting new ork socket.

Figure 8. Network connectors

Raq 4i / RaQ 4r configurations

O e (B ™
8 @CS&@

T

Network connection 2 —T T— Network connection 1

Raq 4 configuration

o ——e ———
e @ ) H

20 Eme

T— Network connection 1

Connecting the power cord

Connect the pw er supply cord to the RaQ 4 and to an electrical outlet
(100-240 \(l)lts AC, 50/60 H as listed in Physical data on page 159).

Powering on the RaQ 4

Turn on the pw er by pressing the On/Off w itch on the back of the RaQ 4.

The hard disk dri ¢ spins up, the fan turns on, and the LCD screen lights up. The
Cobalt logo and the Cobalt New orks name scroll across the screen.

A number of status messages are displaved on the LCD screen as the RaQ 4
completes its boot process.

Caution: It is important to folle the proper pw er-dw n
l@] procedure before turning off the RaQ 4. Refer to Pw ering do

on page 155.
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Configuring the RaQ 4 for the network

Nw that you ha ¢ made the new ork and pw er connections, vou can corfi gure
the new ork settings.

The RaQ 4 requires specfiic nev ork information to function properly. You must
enter the necessary information using the LCD console on the front panel.

Before vou proceed, make sure vou ha $ the folle ing information:
e the IP address assigned to the RaQ 4
e the subnet mask of vour ne& ork

e the gatw ay/router address (necessary only if communicatingw ith other
new orks)

Using the LCD console to configure the network

You can initiali.e a RaQ 4 through the serial console port rather than through the
LCD console. For more information, see JInitialing the RaQ 4 through the
serial console port on page 171.

Figure 9 shw s the LCD console for the RaQ 4.

The LCD screen on the front of the RaQ 4 displaysw o lines of te_{. The top line
of the LCD presents instructions on data to enter; the bottom line displavs the
data already entered. Use the arrev  buttons to the right of the LCD screen to
enter the required new ork information manyally.

Appendi4A, Using the LCD Console , pro \;des more information about the
LCD console.

Figure 9. LCD console

LCD screen LCD arrow buttons
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Phase 1: Making the connection

arrev  buttons function as folle s:

The Left arrev  button mo §s the cursor to the left.

The Right arrew  button mo $s the cursor to the right.

The Up arrw  button increases the digit located at the cursor position.
The Down arrw  button decreases the digit located at the cursor position.
The S button ( select ) displays the ne_ option.

The E button ( enter ) accepts the information entered or the option
displayed.

Setting the configuration

During setup, the LCD console is used to enter new ork corfi guration
information on the RaQ 4.

Folles these steps to corfi gure the new ork manually:

1.

When you see the prompt

ENTER IP ADDR:
000.000.000.000

enter the IP address assigned to the RaQ 4 using the arrv  buttons on the
LCD console.

Press @ .

If the IP address is \;did, the ne_{ prompt appears:

ENTER NETMASK:
255.000.000.000

Enter the netmask of vour new ork.
Press @
If the netmask is \alllid, the follew ing prompt appears:

ENTER GATEWAY :
000.000.000.000
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5. Enter the IP address of the gate ay for vour new ork.

If vour new ork does not ha $agatw ay, do not enter a number lea $ the
default \;due , £00.000.000.000:

6. Press @

The LCD displays:
[S]AVE [C]ANCEL

7. To sa e the corfi guration information, use the left and right arrev  buttons to
select [S]a $ and then press @ .Yow ill see:

VERIFYING AND SAVING

Note: Selecting [Clancel cancels the corfi guration and the LCD
screen displays ENTER IP ADDR: again. You must go through the
entry process again.

After \;:rifying and sa \;ng, the RaQ 4 completes the boot process. The LCD
screen shw s se \(;ral messages before displaying the IP address assigned to the
RaQ 4.

Corfi guration is completew hen the LCD screen displays the IP address assigned
to the RaQ 4, for eﬁgmple:

IP ADDRESS:
192.168.25.77

Phase 2: Setting up with the Web
browser

The remainder of the setup process is performed through a Web bre ser on any
computer on your ne& ork. Use one of the standard brev sers a ailable (for
e—ample, Netscape Na \;gator or Microsoft Internet E_plorer, \(;rsions 4.0 or
later) to do this. Once the setup process is complete, the RaQ 4 can be managed
from any computer on the net ork that has a brwv ser.

To use a brv ser to set yp the RaQ 4, folle these steps:
1. Launch a standard Web brw ser on any computer connected to the new ork.

2. Enter the IP address of the RaQ 4 (sh& n on the LCD screen on the front
panel) into the URLSfi eld of your brev ser for e_ample:

Location: | hitp:// 192.168.25.77

3. Press Return (or Enter) on vour kevboard.
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If the RaQ 4 s new ork settingsw ere corfi gured successfully, then the Cobalt
w elcome screen appears; see Figure 10.

Click the Start button to begin using the Setup Wi.ard.

Figure 10. RaQ 4 Welcome screen

jer server

thank you for purchasing the Cobalt RaQ 4, the Dfe:‘:to host

Multiple g form for web hosting. Within minutes, you will b® #75

ek lomains, each with complete web, emall, and FTP services -
Nisteraqy from a browser.

Welcome and
ppliance plat
11 easily

Fill oyt each j
about a figyg

astion
'em and then click on the “Save Changes” button. If you have 3 ‘?u
relickonthe @ button beside it. Glick the “Starstamns:

Configuring the RaQ 4 with the Setup Wizard

To corfi gure the RaQ 4, enter information into thefi elds on the Setup Wizard
screen (see Figure 11). Thesefi elds are described in the sections that follev .

é Note: For helpy ith a particularfi eld in the Setup Wi.ard, mo $ the
pointer o $r the Acti $ Assist e icon adjacent to thefi eld and
help te_{ is displayed at the bottom of the screen.
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Figure 11. Setup Wizard (part 1 of 2)

X Setup Wizard

Host Meme -
e . Domain Name [—
e Primary DINS Server Address —
e Secondary DNS Server Address (optionaly
@ 1P adies 1091265
@ | sbuo sl 255.255.00
@ | metont Gatewny 10925 254
e [ MAC Address IUD"I[]'E[]'UU'QE'SA
e Administestor User Narne addinin
9 Administestor Passrord
e Admindstestor Password (again

Entering the network settings

Host name (Cobalt server name). Assign a host name (for e _ample, rag4) to the
RaQ 4.

Domain name. Enter vour domain name. The domain name is either the official
domain name that is registeredv ith an ICANN-accredited registrar (for e jample,
aydomain.cont ) or an intranet domain name specific to vour ne& ork. This
all s you to access your RaQ 4 by host name and domain name, rather than by
IP address only.

Coordinate the host name and domain namew ith your Internet ser ice pro ider
(ISP) or the person in charge of vour DNS infrastructure to ensure the integrity of
vour new ork. If vour RaQ 4 is integrated into a larger ne& ork, consulw ith vour
new ork administrator for this information.

As the RaQ 4 Administrator, vou can change the domain name on the RaQ 4
ser er later on through the brev ser-based UI; see New ork on page 64.

Primary DNS Server Address. Enter the IP address of vour primary domain
name system (DNS) ser er. A primary DNS ser $r maintains a list of computer
names and their IP addresses. The RaQ 4 needs access to this list on the primary
DNS ser $r in order to con gt bew een IP addresses and names. This con \;rsion
is essential for sending and recei \i]ng email efernal to the RaQ 4.

Secondary DNS Server Address. This is the IP address of your secondary DNS
ser er. A secondary DNS ser er can pro ide redundant DNS ser ice to vour
computers. If the primary DNS ser $r is turned off, then vour RaQ 4 can use the
secondary DNS ser $r-
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For informational purposes, this table also displays the IP address of the RaQ 4,
the subnet mask of your ne% ork, vour corfi gured gate av and the Media Access
Control (MAC) address that uniquely identfi es this RaQ 4. These settingsw ith

the e_geption of the MAC address, can be changed later from the Control Panel

section of the Server Management screen.

Entering the administrator settings

In the Administrator Settings table, enter the information about the RaQ 4
Administrator. The RaQ 4 Administrator has se \;:ral responsibilities:

1. Setting yp and maintaining the RaQ 4, \i,rtual sites, \i/rtual Site
Administrators, site users and ser \;ces

2. Responding to RaQ 4 email alerts to pre $nt potential problems

To set up the RaQ 4 Administrator, you must enter a pasw ord in the
Administrator Pasw ordfi eld and then enter the same \gllue again in the second
Administrator Pasw ordfi eld.

Password guidelines

The RaQ 4 supports long passwords through the user interface (UI). Passwords
were previously limited to 8 characters.

Use the folle ing guidelinesv hen choosing a pasw ord:

1. The \gllid characters include: a-2A-Z 0-9 % ! @ $ N & * - _ = +\
L,

2. Use both upper- and l& er-case letters.

é Note: A pasw ord is case-sensiti &

Do not use a proper name.
Do not use av ord found in a dictionary.
Do not use a date.

Do not \yse a commandw ord.

N kAW

Do not use a string of consecuti $ keys on a keyboard (for e_ample,
&y erty ).

Be sure to remember this pasw ord to access the RaQ 4 s management
administration features in the future. If you forget ow ant to reset the pasw ord,
see Resetting the RaQ 4 Administrator pasw ord on page 51.
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Entering the service settings

You turn the RaQ 4 ser ices on or off through the Ser \;ce Settings table. See
Figure 12. The default settings for these ser \;ces are siitable for most users.
These ser \;ces include:

e Email ser $r (defaylt is On)

e  File transfer protocol (FTP) ser $r (default is On)

e Telnet ser $r (default is On)

o Simple Netww ork Management Protocol (SNMP) agent (default is Off)
e Domain Name System (DNS) ser $r (default is Off)

Figure 12. Setup Wizard (Part 2 of 2))

X Setup Wizard

| e | @ Web Serveridtwerson)
@ ¥ Hrnase
| Q@ | M S Tramstor Prtocol (FTP) Server
@ ¥ = s
@ o | 2= simple Network Management Protosol (SNIMP) Agert
@ O | 9% Doun N Sysem (DNS) Server
& | Time [Juw [2])(2 [ =][=000 [2](1pm B

Eurape
Indian ocean
worth America

’g‘
Turks amd Caicos Islands
Trinidad and Tohago
-
’g‘

Region

9 Time Zone | Coumgy e

Alazkan Time
Pacific Time

Locale/Zone
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After setup has been completed, the Ser ices page in the Control Panel has a
[Parameters colummw hich enables further corfi guration. Refer to Lontrol
panet on page 52 for additional information.

Entering the time settings

In the Time Settings table, select the time and datew ith the pull-dw n menus.
See Figure 12.

Select the correct time one by clicking in the Region, Country and Locale/Zone
fi elds.

Completing configuration with the Setup Wizard

When vou ha $ entered the information in the Setup Wi.ard, click Save
Changes.

The RaQ 4 performs automatic checks on the information entered and alerts you
if an illegal alue or a problem is encountered. If the information is correct, the
RaQ 4 enters the information in its corfi gurationfi les.

Registering the RaQ 4 online

The RaQ 4 displays an online product registration page; see Figure 13.

Important: If vou lea $ blank either the DNS or the Gatev ayfi elds

l]g in the Setup Wi.ard, you cannot register the RaQ 4 online because
vow ill not be able to send email. In this case, if you attempt to
register the RaQ 4 online, you recei § an error message, stating that
vou cannot register online because you did notfi Il in the DNS and
Gater avfi elds.

Note: If vou are not connected to the Internet, vou cannot register
ﬁ ] , online.
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Figure 13. Online registration page

LT Product Registration

If you wish to register this product, please complete the form below and click on the "Register Through Email" buron 1o emadl the information o
us. Cobalt will maintain the privacy of this information, and onby use it to notify you showt syrstemn wpdstes, new product information, and product
promotions

*Fields with an asterisk are required. Either & fax number or an email address is reguired.

Full Mame* [

| Tile I

| Company Name |
Full Address [=]

-~
KD

Comtry —

| Fae [

| Ermait* I

Register Through Email Register Later

To register the RaQ 4 online:
1. Enter vour Full Name. Thisfi eld must befi lled in.

2. Asan option, you can enter your title, the company name, the company
address, the country and the phone number.

w

Enter either a Fax number or Email address. One of thesew ofi elds must be
filled in. If vou choose email, enter vour complete email address in the form
myname@myhost.mydomain.

4. Click Register through Email to submit the information.

If vou do now ant to register online, click Register Later to proceed to the
RaQ 4 default home page.

Once vou ha $ registered the RaQ 4 online, vou cannot register again. You
recei § an errom indw stating that the RaQ 4 has already been registered.
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Registering online at a later time

If vow ant to register online at a later time:

1.

4.

Click the Cobalt logo in the top left corner of the screen. The Ser $r
Corfi guration Information table appears.

Click the About The Product link. The default home page for the RaQ 4

In the bottom right corner, click the link under Product Registration. The
Product Registration screen appears.

Follev the steps in the pre \;ous procedure to register online.

The default home page for the RaQ 4 appears; see Figure 14.

Figure 14. Default RaQ 4 home page

Welcome to the Cobalt Rat

This page is a place holder for the home page of your owm web site.

Congratulations on Choosinga Cobalt
Rad - the premler server appllance
platform for we b hosting.

“Wour new Ral delivers a full suite of Intemet services
with remote administration capabilities all packaged in a
single rack unit height, industry standatd enclosune.

The Ra@ 4 includes integrated ASP, Frortpage Server
Extensions, CGI sctipting and SS1 support for the
ultimate web hosting and development erviron mert.

Important Information

This page can easity be replaced with your own page.
To replace this page, transfer your new content to the
directory home/siteshome/vreb

‘Weh content may be edited using a Frontpage cliert,
by FTP file transfer, or by editing weh files directly
through Telnet access. Frontpage and Telnet access
must be enabled prior to use.

RaQ Server Management

Thiz Ra@ supports browser-based administration at the
following URL: bt/ =yourhost. domainz=/admind. You
may want to hookmark this page for future use.

Virtual Slte Management

Once the server ac ministrator has set up a new ste fie
a virtual site), the ste administrator can administer that
site throvgh the LRL

hittpff syourvirtual. oo mainsr steadd min

Personal Account Management

Users with accounts on the server can access and
rodify their personal profile information (e.0., passwond,
automatic email response, emall forearding throucgh
the URL hitp:t<your. host. domainz/personall

Product Reglstration

Click here to register
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The defaylt RaQ 4 home page is stored internally under inde ghtml in the Linu
directory /home/sites/home/web. This page appearsv hen a user goes to the
URL http://<IP address>/.

When the RaQ 4 Administrator changes the inde ¢htmlfi le to create a n&  home
page, the default RaQ 4 home page is replaced.

Registering the RaQ 4

If vou did not register the RaQ 4 online,fi 1l out the registration card included in
the packaging materials and return it to Cobalt New orks, Inc. By doing so, you

w ill recei $ notfi cations of system and security upgrades and ne& product
information.

If vou did not register online through the Setup Wi.ard andw ould like to do so,
see [Registering online at a later time on page 31.
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RaQ 4 Server Management

This chaptef describes the fu nctions that the RaQ 4 Administ.rator normally
performs. As the RaQ 4 Administ.rator, Voy access these fu nctions on the Server
Management scieen on the RaQ 4. The Server Management scieen has a
b ns.sip on che lef; side.

You can also performssice-relaied (asks and yser asks described in Chapeer 4,
« Sige Managemery, and Chaper 5, Using Sesices on a Sige .

Table 3 brid v sy mmazj, es the th.ree (ypes of RaQ 4 ysess:

Table 3. Levels of user

User

Description

RaQ 4
Administrator

The RaQ 4 owner with the username admin has full control
of the RaQ 4 and is a member of the main site (which uses
the IP address shown on the LCD screen of the RaQ 4). The
RaQ 4 can have several Site Administrators, but only one
RaQ 4 Administrator

Site
Administrator

The Site Administrator is designated by the RaQ 4
Administrator. The Site Administrator is a user who runs a
virtual site located on the RaQ 4; the virtual site can provide
Web publishing, email and FTP services for the users of the
site. The Site Administrator has control only over this virtual
site

Site User

Site Users are added to a virtual site by the RaQ 4
Administrator or a Site Administrator. Site Users can send
and receive email through the virtual site, upload and
download files using the FTP service provided by the site,
publish their own personal Web page on the site, and back up
and restore their home directories. The Site User has control
only over the files located in his or her home directory on the
RaQ 4.
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Approaches to RaQ 4 administration

As the RaQ 4 Administfatoi", vou can decide hww many of the ser
vow ang ;0 manage direcly and hes mych ;o delegace.

- L H S
Ve fy nc,ion:

e Full control. If youw an 0 COI]tIOI all the fiy nctions on the RaQ 4,voy can
creae invalsiesw ihoy, assigning any isval Siie Adminis ra05s. Yoy are
responsible for managing she mainsie and all the | isualsies. (See

« Deg nijion of a Viftual sige on page 35.)

¢ Hybrid control. If vouw an 0 contfol some of the RaQ 4 fi nctions and
deleg'at.e outheis , yoxu.g can ?Ss ignsome of the yiftu alsiees ;0 yiftu al Sit.e
Adm}nfstiatois (for the S'L[eS ¢ha; hae aus ei.capabl'e of acing as a Siie '
Adminis ra;0r), and reain congrol of ojher Ao alsiies. Yoy are responsible
for managing only ¢hesiies ha, do nog ha e a Siie Adminis ra;or.

*  Distributed control. If yow an, ;0 delega,e sresponsibili;y for all he | izval
S ites ,Voi, can C{eate Site Adrni'nistfatois for all thfe Viftu als i'tes .In this case,
voy are responsible for managing only ses erseyings and isualsie
S'eIViCCS - The Sie Adminissa058 are sesponsible for managing ¢he yigual
Sl,[eS .

You can manage ;he RaQ 4 ;hrough a Web brwv ser. Access (he Server

Management scieen by (vping eishes hyp:/<IP addsess> /admin/ os

hy,p://<hos name.dggainname> /admin/ ino voys biw ser. These Web pages ase

pasw ord-projeciede you mus, ences he RaQ 4 Adminisraor pasw oxd.

When voy access the RaQ 4 Administfatoi" Site for the RaQ 4, the Server
Management scieen appeass (See Figuse 15). This scieen is wsed for the RaQ 4
managemen, tasks that are performed only by the RaQ 4 Administfatoi“:

1. Seying up and mainaining she RaQ 4.

2. Creaing jigualsies.

3. Creajing access priileges and pro idingser, ices for he Sije Adminis ra;0:8
andsie wses.

The RaQ 4 Adminis, sa;o: funciions a ailable on she Server Managementscreen
ase described in the secions jha, follw .
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Definition of a virtual site

Whereas industfy uses the (eim virtual host, Cobalt Netv orks yses the (em
virtual site.

In Cobalf S dey nition, a Virtu al site cons ists of a Domain Name System (DNS)
domaimw ith Web, FTP and email serVices . Each Vi.w“tu al site con,[ains its W n list
of sie-yser accouns . Eachsiie-wser accoun, has is & n Web page,

FTP direc,0:y, email spool and any nymber of email aliases. The fully quali ed
domain name of g Y al Sice IS ynique (0 that siew hile is IP address can be
shared by many siges.

Wih the ad en, of name-based | isual hos ing, i, is no longe: necessasy (o
dedicae an IP addsess (o0 a ifvalsie. The Webser er can nw  diffeseniae
among jasge,  irualsies according (o he name srequesed. Many isualsies on
¢he RaQ 4 canshare one IP addsess. No, all ser, ices are compaiblew ith
name-based | isual hos ing: SSL encsypion for Web daa, band idih
managemen, and an anonymoys FTP accoyn, can only be enabled on one
name-based Vi.w“tu al site per IP add:ess hosted by the RaQ 4.

The IP address of the RaQ 4 can be shared by many Vi.w“tu als ites or 1,[ can be
wnique (o one Jigual sie.

The RaQ 4 has one main Sitf:W hich cannoy be deleted) and Viftu al sites . The
mainsice yses che IP address assigned ;0 she RaQ 4 using the LCD console.

On the Server Management sc.een, the: main site is listed in the Viftw al Sites
List table; the (1as hcan icon in the foy .rth colymn for the main site is gfayed-out
(disabled), as this site cannoy be deleted from the list of Virtu al sites . The options
and feapyres a ailable on a isual sige can also be cory gured for he mainsie.
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Support for RAID-1 (RaQ 4r configuration only)

A redy ndant array of independent disks (RAID) is av ay of storing the Same data
in diffefent places (thus , redyy ndantly) on my ltiple hard disk d.rives .ARAID
appeass 0 he opera;ing sys,em ;0 be asingle  izval hard disk drige.

Redyndancy means ;ha, shere s projeciion agains, che failyre of any single ha:d
disk d.riVe. Redundang da;a is used by a RAID sys em in ¢he e en of a failyre;
¢his redyndan, daca can eicher be a mirror copy or pariy daa ysed ;0 recons, ric
¢he acyual daa.

These are a asie,y of diffesen, (vpes and implemen,a ions of RAID, eachw ithis
w nad anages and disad anages. The RaQ 4: implemen;s RAID Le el 1
(RAID-1), also knw n as disk misroringw hich cons ists of a psimasy ha:d disk
drive and aseconda:y hard disk nge; the: seconda:y hard disk d.riVe iS an ex acy
copy 0% missor image of the primasy hasd disk drige.

Althoygh RAID can progec; Vour daga in case of a hard-disk-dsige failyre, iy does
no, projec, agains, operaor and adminis ra,or (hyman) error, or agains; loss dye
(O programming bygs.

The RaQ 4ses e implemens RAID se;, ices hroughsofy ase. Each hard disk
dsige has iis w n independen, maser channel ;0 alle/  high pe:formancew ithou,
X 1a RAID hard are.

You do no, need ;0 enable RAID-1 on ;he RaQ 413 i is enabled by defayl,. You

cannoy disable RAID-1 on the RaQ 4:.
There arey o possible cayses for RAID failiyre on the RaQ 41

. Hardware failure. If a ha:d disk d.rive fails, the RaQ 4: can fi nction)v ith
one hasd disk dsige, by theses er can no longer pro, ide disk mizsosing. To
res;0re RAID sefvice, YOu myS, shut dw n the RaQ 4 and replace the failed
ha:d disk d.rive.

*  Software failure. The RAID sofy are should noy fail. If i; does, ;he likely
cayse is a failyre of thew hole kemel, inw hich case the RaQ 4: just feboots.

In case of a failed hard disk drive, vouw ill have {0 replace the: hard disk d.rive.
For moze informagion on seplacing a hasd disk dii e, see. Upgrading your
RaQ’4 on page 161.

Fo:r a failed d.rive, Active Moni,[ol~ indicates that the Left or Right ha:d disk d.riVe
has failed ( Righ, and. Lef, ave in relaion (o looking a ses ew ih he frong
blye panel facing you.)
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If RAID fails on he RaQ 4:, hesys,.em indicates ¢he non-RAID s a.us in ¢hiree
W ays:

e Anemail is sen, ;0 he RaQ 4 Administfa.[oi“.
. Active Monio: blinks red on ;he Server Management screen.

*  On he Server Management sceen, ynder System Status, ;he Disk
Integfity (RAID) ciscle changes {0 red.

Once vou replace a failed d.riVe on a RaQ 4 and rebooy the ser.er, ¢hesys em
deecs the pw hard disk dfiye.. L ¢hen ax.:.tomat.ically begins {0 synchf(.)nE e the
nw had disk drije 0 he eXis ing hasd disk dri e so tha, heser ew ill be able
{0 pro, ide disk misrosing.

Note: Dyring the Synchfon'i ation process, the RaQ 4r canno;
@D pfovide disk mirrosing by i can Still Ser,e feques,s.

Site management

The RaQ 4 is designed (0 hos; myliiple  ijualsies. A jizvalsieis an indi idyal
location on the Intemet,such awww .abc.com owww .X_VZ .com. Each _iryal
sige can ha e a ynique se; of usesw ho cansend and recei, e email, pyblish Web
pages, or upload and de nloadg les (hrough FTP. A [izvalsie can also proide
anonymoys FTP access.

Note: A Vift\.\ al site can be name-based or IP-based. If thefe are
sevefal name-based Vift\,\ al sitES on an IP address, only one name-
based Viftu al site can yse anonymoys FTP.

The RaQ 4 serercan hos alasge nymbe: of IP-based Viftu alsices. The nymber
of si;es depends on the amoyn of hasd-dis k-dfive space available on heses er,
¢he amoun, of hafd-.dlS k-dsi e space allocased for ea.ch siie, he amoung of (rafy ¢
generated on each siie and the amoyn, and complex Ly of the dvnamic Web
congen on each Site (for example, ASP, CGI, PHP and otheis). Dynamic Web
coneen, on an indi idyal siie indices a mych hea,ier load on theser er han does
Saic conen,.

In he Si;e Managemen, sec,ion of he Server Management screen, she RaQ 4
Adminis ra;or can creae and manage | izvalsies hosied by the RaQ 4. A jable
displays the Viftu al Sites aif thefe are any) on the RaQ 4. See Figy:e 15.
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Figure 15. List of virtual sites in the Site Management section
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Active Monitor

Fport LEMymas smergrmaous FTP @ indicates FronPags Server Estension suppont & indicates Active Ssrvr Pags (ASF) suppon L —

indicstes 3 suspended stte. support. <[ indicates Seoure POP3 (APOF} support. \2 indicates SSL support. 9 indieates a bandwickh Hrait. +

In he Siie Managen}ent secion, the Vigyal Sice Lis, displays the | isual sijes by

hos, name in ascending oder.

The Virtu al Site List has foy: colymnsw hich display information about the site,

and alle ;he RaQ 4 Adminis;sa0r .0 manage or remo e asie.

*  Theg s, colymn displays ;he hos, name of the _isvalsie.

¢ Thesecond colymn displays the IP address of the igualsie.

*  The thisd colymn displays icons (o indicajow hichser,ices (FronPage
Server extens ions , Anonymoys FTP, Secy:e POP3 [APOP], SSL or
Bansv idth Limit) are enabled on a site, 0140 indicate that a site is
suspended.

*  The foysh colymn displays icons (0 manage asiie or,0 jemo e asie.
z Note: The tfashcan icon for the main site on the RaQ 4 is graved-

oy, (disabled), as his sice canno, be deleied from ¢he lis; of | irual
S ites .

Fo: an e planation of the icons,see. Icons ysed on the UI and in the manyal on
page 11.
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Search and sort functions

The Viftu al Site List table offers asearch fy nction and a soy fu nction; see
Figyre 15. These funciions are ysefyl if o ha e a large number of |igual sijes

on voy:r RaQ 4 and vouw an; (0 res, ric, the display {0 cesain iy al siges.

You cansearch the lis, of [ifualsies according (o he follw ing cricesia:
e by host name or IP address

* w hesher he hos; name or IP address is equal 0 he searchs ring, is
concained in the seasch s, sing o1 is nog congained in thesearchs, ring

The screen regenerages and ;he resyls of hesearch are displayed in a jablew ih
¢he same foyr colymns. The heading of the (able nw s a.es. Search Resuls (<>
Vi.rtu al Sites foynd). To fepum o the full list of Vi.w“tu al sites , click Site
Management on ;he lef,.

é Note: Suspendedsiies are lisied in the search resyls.

You cansoy ¢he lis; of izvalsies according o the folle ing crijesia:
* by hos; name, in ascending or descending order
e by IP address, in ascending or descending osder

Ascending order means from lw es;  alye 0 he highes alye (al:| or 1%.
Descending osder means from highes,  alue o0 he lw es jalye { caor9cl). By
default, the Vi.rtu al Site List table is sorted by host name in ascending o:der.

The screen regeneraies and the resyls are displayed in a ablew ith hesame four
colymns. In the heading of the colymmw hich has been so.rted, ablye arrev icon
poings up (ascending order) or dw n (descending order). In the heading of ;he
colymmw hich has nog been so.rted, a doyble-ended arrov indicates that the order
for the colymn is random.

You can yse thesearch andsoy funcions jogeher o produce che display tha, you
need. For example, voy cansearch the: list for all vi““t"“ als 1tesw ith‘ St in the

hos, name, and soz; the resyls of ha, search by IP address in ascending order.
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Searching a list of virtual sites

Tosearch the list of Vift\.i al Sites :

1. In heg s, g eld of he Seaich Vigual Siie Lisw indw ,selec,.. Hos, Name
oz IP Address from jhe pyll-dw n meny.

2. In the secondg eld,select“ s L contains oz, does no; Contain from the
pull-dw n meny.

3. In the thi.rdﬁ eld, enes the st_ring of characte.\s fow hich yow ang o search.

4. Click Search. The screen regeneraces and displays jhe resyls in a ablev ih
¢he same foys colymns.

Sorting a list of virtual sites

To SO ¢

1. Tosos according ;0 Hos; Name, click on ;he blye arrev icon in the heading
of the Host Name colymn. To S0y accosding {0 IP Add:ess, click on the blye

are/ icon in the heading of the IP Address colymn.

he list of Vi.rtu als ites :

2. To S0i in ascending (yp a:swv icon) or descending order (dw n arrev icon),
click on ¢he blue arwv iconso tha i poings in he correc, disec ion.

40 Cobalt RaQ 4 User Manual



Site management

Overview of virtual sites

The RaQ 4 supposs both name-based and IP-based  isal hos,ing.
The RaQ 4 Adminis raorses up the ifualsies, as described in. Adding a
yiigwalsige on page 47. The folle ing lis; of informajion is helpfulv hen

creaing asie.

¢ IP Address To use the RaQ 4, yoy require an IP address or range of
IP addesses.

Note: The RaQ 4 sypposs name-based | ijvalsies allw ing many

@] siies (oshare asingle IP address. The RaQ 4 Adminis ra,0r can
creae many ifyalsies ysing the same IP address (for eXample,
192.168.25.77w ith a diffefent hos, name for each site (for
eXample, bolwww .abc.com andvww Xy .com canuse
192.168.25.77 as (heis IP addess).

*  Hostname Each  izalsie requises a hos; name (for examplewww os fip).
If the siie is conneced (o che Injemne, vou mys, knw w hich IP addsess (he
hos, name uses.

¢ Domain name Each ylignalsice also sequires a domain name (for eXample,
abc.com orXy, .com).

You mus; also segis;er the domain name. Visi; she Inierne, Corporajion for
Assigned Names and Nymbess (ICANN) a; hy p:Avww .icann.org. for a lis,
of accrediied domain-name segis rass.

Note: The RaQ 4 canser e as she DNSses er and progide he hos
Q 1) name.

o Web server aliases Yo, can add aliases for Web Seress; You are noy
fest..ricted {0 recei ing Web seques s only on the domain eniesed in the sie
Seyings.

For the Viftx;-al Site, ener additional host names or domain names fow hich
(0 accep, Web requess. For eXample, enier he aliases domain.com and
www .domain.com.

Separae myliiple enriesw ith a comma.

Note: Yoy mys, cony guie the Domain Name System (DNS) records
;@D {0 fes olve ¢he alias addresses in addijion (o the Viftu al si;e name.

Cobalt RaQ 4 User Manual 41



Chapter 3: RaQ 4 Server Management

Email server aliases You can add aliases for email Ser ess; Yoy are noy
festf"lcted (0 recei ing email messages only on the domain enesed in thesie
Seyings.

For the Viftu al Site, ener addi,[ional hoSt names or domain names fow hich
{O accep ema.til connecions .(on SMTP pos; 25). For ekample, ener he
aliases domain.com and mail.domain.com.

Separae myliiple enriesw ith a comma.

Maximum allowed disk space (MB) Yo canse; she amoun, of disk space a
siie can yse, and can change ¢his  alue a; any (ime. The jalye is in megaby es
and mys, be av hole nymber greaer han, ero.

You can choosew hereosoreanw isvalsie.In he Add Nw Vigual Sie
table, in he Maximym alle ed disk space (MB) parameer, a pull-dw n
meny lis;s in alphabeyical order he a, ailable disk s orage de, ices. The
S'to.rage d.eVice)v ith (he mos, a ailable space is chosen by defaul. For more
informaion,see. S;orage on page 82.

Once Yoy have created a iy al si;e, Yoy cannog change is 1ocat10n.

Maximum Number of Users Yoy, can limit the nymber of ysess that a Site
Admlmstfa,[o.w~ can creaie; Yoy can change thls Value a any (ime.

Enable FrontPage Server Extensions Yoy can enable Microsof,
FronPage™ Se: er EX ensions for Web page de, elopmen on each isval
si;e. Si;e Adminis, ra 058 can creace and delee user Fron Pagew ebs
individx.ﬂ ally.

When Fron Page Ses, er EX ensions ase enabled on a isual sije, you mys;
encer a pasw ord for she Fron Page clien, webmaster accoun. For moze
informajion, see. FronPage Ses er EX ensions on page 44.

Enable Anonymous FTP Usesw ithou pasw o:ds can dw nload and
uploady les (hrough FTP yp (0 she speciy ed disk-space limi,. You can enable
he anonymoys FTPs el el for any Viftu als ite. You can also limit the amoyn;
of da,[a ¢ha, can be y ploaded anonymously and ¢he total nymbe: of
anonymoys wsesw ho can access ;he Vift\.\ al site Simuy ltaneously.

Note: A Vi.rtu al Site can be name-based or IP-based. If thefe are
@D sevefal name-based Viftu al sites on an IP address, only one name-
based Viftu als ite can yse anonymoys FTP.
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Enable SSL The RaQ 4 pfovides an optional secure sockes layer (SSL) for
Web access. See.. SSLseings on page 118.

Enable Active Server Pages (ASP) The RaQ 4 supposs ASPsciiping
langyage. For mose informajion, see. Aci e Ser,er Pages (ASP) on
page 45.

Enable PHP Embedded Scripting The RaQ 4 supposs PHP embedded
scrip;ing. For more informaiion,see. PHP embedded scriping on page 45.

Enable Shell Accounts The ysess of the [ifualsie being creaed can jelne,
{0 the RaQ 4 and »yn commands from a LinyX shell. If this featu reis
enabled, Siie Adminis ra,0:8 can gran, shell access on a yser-by-user basis.

Note: Graning shell access can grealy compromise the secyriy of
@D voyr RaQ 4.

Enable Secure POP3 (APOP) You can enable he Ay hengicaion Pos,
Of; ce Projocol (APOP) fora isual sije. APOP is a challenge-sesponse
ayshenicaion scheme buil, on (op of ;he s;andard POP projocol. APOP is
designed in av ay tha, projecs vour pasw ordv hen being sen, across the
ney oik.

Note: If voy enable APOP foraser, that yser can check his o her
@D email only (hrough an APOP clieny; a regular POP3 clienw ill no,
w ork ynless APOP is disabled for ¢hag wser.

Enable common gateway interface (CGI) scripts Yoy can enable ;his
Viftu al Site and all ¢he site uses o haVe CGlI-based dynamic Web congen, on
¢he RaQ 4. CGl allw s ayser o ha e a Websiie run programs ;ha
dynamically generaie hypeseX markyp langyage (HTML) pages in response
(o speci ¢ wser inpy,s. CGIscrips can be creaed on aysess deskop
compyer and then (ransferred (o the RaQ 4w ith ag le (ransfer projocol
(FTP) applica ion. See. Publishing Web pages using FTP on page 146.

Enable Server Side Includes The RaQ 4 can correctly display Ser er-pass ed
Web pages (shml).
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FrontPage Server Extensions

When you enable Fron Page Ser, er EX ensions on a isvalsie, a FronPage
clien; webmaster accoyny is cieaed and Yoy mys, pro ide a pasw ord for he
webmaster accoun,.

Note: The Fron Page wser webmaster is a pas; of she FronPage

@] Seryer EXiensionsofy are and s nog a e LinyX sije-user accouny.
As sych, 1,[ does NOT haVe Web, email or FTP sefvice. It i simply
an accoun (0 yse in she Fron,Page clien;.

If Fron Page Ses, er EX ensions ase enabled on a izvalsie, he Sie Se ings
table on ;he Site Management scieenshw s a check box indica;ing (ha the
feapyse is enabled. If you disable Fron Page Ser, er EX ensions on a  ijvalsie
and sa,e ¢he changes, ;he Siie Se;ings (able refreshes joshw  he feapyre as
disabled and a webmaster pasw ordg eld is nw displayed in jhe (able. If vou
re-enable FfoptPage Seser EXiensions on tha  irvalsie, oy mus; proide a
pasw o:d again for the webmaster accoun,.

If vouy do no, en,er a pasw ord aftef voy enable Fron Page Sefvef EXtensions and
¢hen v 0 sa,e changes, he U ill no. accep, (he changes. An error message
appeass a, he boyom of hescreen informing you tha, vou mus; enerapasw ord
for the webmaster accoun;.

Each Viftl.\ al sice has aseparae webmaster accoun, and a unique webmaster
pasw o:d.

Once (he webmaster has ayhenicaied hrough he FronPage clien;, he orshe
can:

e modify Web congen,

¢ manage FronPage siie Roo, Websuby ebs

e add, modify or femo, e addijional FronPage user accouns
*  change the webmaster pasw o:d

Note: Usew ebs canno, manage syl ebs or FronPage wser
accouns.

Fo: more informatio.n on ;he Fron Page feayses, refer .o the user documenyajion
for the Fron Page clien sofy are.
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Active Server Pages (ASP)
The RaQ 4 \ses Chili!Soft . MActiVe Se.rvef Pages (ASP) sof*v are.

ASP is an HTML-embedded scrip;ing language cha, includes one or mose small
embedded programs, or scripts, ha, ase processed on a Web ses, e befose she
Web page is sen; ;0 she wser. An ASP is somw hag similar 0 aser erside include
ora common gaw ay ingesface (CGI) applicajion in tha; all three in ol e
programs tha, ryn on theser er, wsvally jailosing a page for he user.

For eXxample, an ASPscrip, can use ;she inpy; from the usess reques, for he page
(0 access da,a from a daabase. The scrip; shen builds or cus;omj es the page on
thef\ v and repusms i 0 the reques or. The Webses, er does all of the processing,
and as,andard HTML page is generaed and sen 0 the brw ser.

I is no, necessary o enable the ASP Administfative SerVe.r on the Server

Management scieen in order ;0 enable ASP on an individu al Vi.rtu' alsie.

ASP Administrative Server

The ASP Administfa,[ive Servef alle/ s yoy (0 corp gure You:r ASP service
¢hrough aseparae biw ser-based UL I does no, need (o be jiumed on o alle
sije uses (oser e ASP pages; his iniesface runs on pos 5100.

You can access she ASP Adminis rai e Ser, esscreen from the Server
Management sc:een. The ASP Adminis rai e Ser er yser inesface inclydes a
link ;0 she ASP HTML docymena iong; les.

For more informaion,see. ASP Adminis ra i e Se.rver on page 62.

PHP embedded scripting

The RaQ 4 supposs PHP Vesion 4.0 embedded scripying.

Asw ih ASP, PHP is an HTML-embedded scrip;ing langyage ¢ha, includes one
or mose small embedded programs, or scripts, sha, ase processed on a Webser er
before the Web page is sen, (0 she user.

Mi;ch of the PHP syntaX is borrwv ed from C,J a,a and Perw ith afe ynique
PHP-specy; ¢ feaguses hiw nin. The goal of the langyage is (o allw  Web
de elopess (ow siie dynamically genesaced pages quickly.

For more informagion on PHP, isi; she URL hy p:Abww .php.ne;.
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Setting defaults for a virtual site

These are many ad anjages forseing defayls for he (isvalsies. For example,
since my L[iple sites can nw share an IP addiess, a default IP address can be se;
for all ne/ Viftu al sites added. Also, since 1t is common for many sites {0 share a
common domain name, 1,[ can be desirable (08¢, a default domain name for voyr
Vift\J al sites .

The same is lve of all the: options fora Vi.w“tu al site; 1t is best forvoy {0 decide the
needs of yoyrvpical jifualsiie befose assigning these jalyes.

Site defay lts and site settings can only be cony gured by the RaQ4 Administrator.
If voy (as the RaQ 4 Administrator) enable either the Fron Page Sefver

EXtens ions serice or the Shell Accoy ns service, the Site Administrato.\s can
enable or disable FrontPage wsew ebs, and enable or disable individu al
(pe:-user) shell access.

Figure 16 shw s hescreen for conyg gusing che defayl seyings of a ijvalsie.

Figure 16. Default settings for a virtual site

Server Management

=t

: Virtual Site Defaukts
Site Manageme!
e e 0 1P Address

Administrator o 0 Domsin Marne

[@ 1iox. Allowed Disk Spce (MB)

| |@ Mz Nosber of Users
_Maintenance - e Engble Shell Accouus

| Enatie Seome FOP3(APOE)
@) Endsk GOl Sorpis

@) Endble Sorver Side Inokodes

@ Enbkasl

9 Enshle FrontPage Server Extensions
0 Enshle Active Server Pages (ASP)
0 Ensble PHP Bumbedded Scrigting

e THIIEHTIEI

i

SystemStatus -

OO0Oo0DoDooooo

ME of insaming files [20

0 Enable Anorgmons FTP simulrsneous users [10

oo cranges X cancer

Active Monitor
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Modifying the default site settings

To modity the defaul se,ings fora  izualsie:

1.

2
3
4,
5

On ;he Server Management screen, click Site Management. The Vizual
Siie Lis; (able appeass.

Click Set Virtual Site Defaults. The Visyal Sice Defayls (able appeass.
Ener he informagion for hesie.
See the descripgions in. O er iw of jijualsies on page41.

Click Save Changes.

Once you ha e cony gured the defayl seings, you can modify he seings for
each Viftu al Site that vou add.

Adding a virtual site

To add a Viftu al site:

1.

On ;he Server Management screen, click Site Management. The Vizual
Sije Lis, (able appeass.

Click Add Virtual Site. The Add Nw Vizual Siie ;able appeas. See
Figyre 17.

Ener he information for ¢hes ite (informa.[ion from ¢he Viftu al site default
settings is displayed here).

Make changes (0 (he informaion or complee he necessary informagion.

Verify these;ings and click Confirm New Site.

Figuse 17shw s thescreen for adding a Viftu alsie.
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Figure 17. Adding a virtual site

Server Management

Add New Virtual Site
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e Enshle FrontPage Server Extensions webmaszer Passuord
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@) Buibl: Anonyrons FIP B of fes [20
-

e Enzble Secure Sackets Layer (SSL)
e Enzhle Active Server Pages (ASP)
e Enahls PHP Embedded Scriting
@ Euabis Stell Accows

e Enzble Secure POP3 (APOF)

@ Bubl CO1 Soripts

[@) Evable Server Sice Inchues

Confirm New Site m
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Adding a name-based virtual site

If vou are adding a name-based Viftual site, YOu mus, have DNS records for tha,[
site before voiy can access the site. For moze information, see. Dey nition of a
yiiwalsie on page 35.

Note: To pre iw aname-based  irvalsiie, ou mus g 18, cony gure
its DNS records and make thoSe DNS reco:ds available {0 YOu I
w Ofkstation and the RaQ 4 ser el

Requess (0 ¢he IP address are direcied (o theg 5. name-based sije
creaied on tha IP addsess.

Ifvoy administef vour DNS recosds on the RaQ 4, refer {0 Appendi¥ D,, Domain
Name System , for more info_rmation abowt creating DNS recosds. If vour
In;emne, service p_rovidef (ISP) administefs voy: DNS recosds, ask voyr ISP {0
creae the DNS records for the nw name-based Viftu al site.

Once (he Jigual sice has been creaied, you can manage i by clicking he green
pencil icon for he sice. See. Changingsiiese,ings on page 113.

To assign a Siie Adminis raor 0 he nw _igualsie,see. Adding asieuser on
page 99.
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Removing a virtual site
To remo e a ifval sie:

1. On he Server Management screen, click Site Management. The Visual
Sije Lis, (able appeass.

2. In the Vlft\,'- al Slte Llst table, click the ¢1as hcan icon for the yiigy al siie You
W an 0 femo,e.

3. In he cory rmaion dialog boX tha appeas, click OK o dele,e all she yiigw al
S ite accoun;s, s ite wsess and conens.

4. Thescreen sefreshes and jhe [ifvalsie is no longer lis;ed.

Boh the Sije Ac.lminist.rator and.the RaQ 4 Admini.st.rator can cory; gure shesie
wser defayl; seyings. See. Seying defayls forasie yser on page 97.

Aft.e.r cl"eatipg a vi““t"'\ al site, yo%s can gdd 0f /emo, e yse:s for that site, and assign
a Si;e Adminis, ra,0r. See.. Adding asie yser on page 99.

Fo: informagion on changing (he seyings for a pagicular jijualsie,see
« Changingsiiese,ings on page 113.

Fo: informagion on remoing asiie user from a pagicylar izvalsie,see
« Remo,ing asiie user on page 102.
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RaQ 4 Administrator

|
l]@ Important: Be sy e ;0 remember he pasw o:d Yoy ener hesec

othew ise, vouw 1ill need (O fese 1t (See. Resetting the RaQ 4
Adminis ra;or pasw oxd on page 51).

In he Adminis {1801 seciion of ¢he Sefvef Mypnagemen, screen, Yoy ener
informajion aboy, the RaQ 4 Adminis raorc including yser name, pasw ord
and, optionally, an email addressw here sys (em alefts for failed sericeS areseny.

To ener the information for the RaQ 4 Administfatoi":

1. On he Server Management scieen, click Administrator on the lef,. The
Adminis ra 0r Seyings (able appeass. See Figure 18.

2. Ener heg 8, name and las; name of he adminis, ra,or.

3. En.tef t.he pasw OIdY.V ice o ensyse ha, vou ha e entetred 1t as inended. For
guidelines on choosing a pasw o:d,see. Pasw o:d gyidelines on page 27.

4. As an opion, ener an email addsess thaw ill recei e sys.em aless for failed
seryices.

5. Click Save Changes.

Figure 18. Administrator Settings table

Server Management

! Aduministratox Settings
_Site Management ~
. e Full Nazae Administrater
- @ Userlome admin
Control Panel 9 Pessword
Possword ’7
(again)

_Maintenance

Emoil Addresses for Alen Messages [
(optional)

WARNING! This page modifiss the password of admindstrator
“Yon will need to remember this password in order to ascess any of the Cobalt server adminstration capahiliies.
After changing the password, you may need to authenticate Fourself through the weh hrowser with the new passvword.

Save Changes

Active Monitor
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Changing the RaQ 4 Administrator password

To change ;he pasw o:d for he RaQ 4 Adminis, ra o

1.

On the Server Management sc:een, click Administrator on the left. The
Adminis ra,0r Seings (able appeass.

Eneer he pasw ordy ice o ensure tha, vou ha e eneered iy as inended. The
RaQ 4 sypposs long pasw osds hrough the UL

For guidelines on choosing a pasw o:d,See. Pasw o:d gyidelines on
page 27.

Click Save Changes.

Resetting the RaQ 4 Administrator password

When ;he RaQ 4 Adminis ra,or passv o:d is cleased, the so0, accoun, i nog
accessible yniil a nw adminis sa0r pasw ord has been assigned.

Caution: Aftef voy clear the pasw o:d, enerang one as soon as
i ij possible ;o projec, he secyriy of the RaQ 4. A ;his poing, anyone

on the ney ok can assign the RaQ 4 Administ_ratm pasw ord ntil
Vo assign a n& one.

If vou fo.rget she RaQ 4 AdministfatOf pasw ord, voy can clear 1,[ by folls ing
(heses eps.

1.

Push and hold ;he end of a pape: clip in the recessed Rese, Pasw ord bugon
(located be{v een the LCDscreen and the LCD armw buttons ,on the f.ront of
¢he RaQ 4). Hold ;he by, on in for approXimaiely 2 seconds.

The LCD screen displays

Resetting admin
password...

Release the button.

In voyr Web brwv ser, ener the URL h.[tp://<IP address>/admin/ or
hp://<hos; name>/admin/ (o access she Server Management screen.

If a promp appeass asking for a ysemame o: pasw o:d, ener admin as the
wsemame. DO NOT eneer a pasw ozd. Click OK.
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5. Click Administrator on jhe lef;. The Adminis ra0r Sey ings (able appeass.

6. Ener he pasw ordy ice o ensyse ha vou ha e enered i; as iniended. The
RaQ 4 supposs long pasw o:ds (hrough the UL

For guidelines on choosing a pasw o:d,see. Pasw o:d guidelines on
page 27.

7. Click Save Changes.

Control panel

Yoy can cory gu e ¢heser ices, new ork and (imeseyings hrough he Congsol
Panel secion of he Server Management Screen.

é Note: For helpy ich a pasicularg eld, mo e she mouse poiner o er
¢he Aci e Assis, 9 icon adjacen, (0 ;heg eld. Help (&% appeass

in av indev a the bottom of the screen.

Services

Figure 19shw s he Ser ice Seings jable of the Sesy ices secion.

Figure 19. Service Settings table

Server Management
© Services @ Network @ Bandwidth @ Time
Site Management T
I Q B Wb Servotgisnersomr
Administrator = 3 9 = | B9 il Sorver F——
Zoniijeenel @ @ ¥ By, Tounster Protocol (FTP) Server
Maintenance @7 E e
=
Site Usage e @no Simple Merwark Mesngemens Proocol (SHLP) Agern [Peremeters..
s L @no Legero Fike Beckp Paruneters...
istem Status -
4 @O Arkeia File Backip Pamneters..
@no ASP Adrnistrattve St
@ O % Donein tarne Sysom (DINS) Serrer Pamnetss..
Save Changes

Active Monitor
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To manage che e ings for the RaQ 4 ser, ices:

1. On the Server Management sc:een, click Control Panel on the left. The
Sesyice Seyings (able appeas.

2. Toumonany of heses ices lisied in she Ser ice Seyings (able (eXcep, Web
ser eiw hich is ak ays on), click the check box ne‘ﬂt {0 that Service. The
sefvices are described in the Sections that follev .

3. Click Save Changes.

Note: Chape: 5 pro,ides ins niciions forsie usess onhw o use
the RaQ 4 SefviceS.

Web server

This sefvice iS ab avs on. It allw s site usess (o access Web coneen, as described
in Chapeer 5.

Email server

The RaQ 4 supposs email for each | izyalsie on he hos. T, alsosypposs email
for entife domains (for ekample, www.mydomain.com). By default, each
regis ered yser has an email accoun, creaied on the RaQ 4.

The RaQ 4 sypposs muliiple clien, and ser er email projocols by does no
implement Viftu al email yse:s. This means tha,[ for the entife RaQ 4, each yser
mus, }.1aVe a ugique wse/mame, even.if the wsess are on differen; | isualsies. For
mose informagion, see. Email srelaving on page 56.

SMTP server

The RaQ 4 can ac as a Simple Mail Transfer P.rotocol (SMTP) serer forsending
and secei, ing In;emne, email. As he RaQ 4 Adminis sa0r, You can cory gure

se,eral parameess ¢ha, can affec, (he pesformance of the SMTPser er.

v
Pfotocol 3 (POP3) or ;he A\.\thentication Pos, Ofy ce Pfotocol (APOP), in
addition {0 the In;ene, Message Access Pfotocol 4 (IMAP4). Usess cansend
mail ysing he Simple Mail Transfer Proocol (SMTP).

Uses creaed on any invalsie can resie e sheir email ysing the Pos, Of ce
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For the RaQ 4 {0 .w“eceive email, yoiy 05 YO & ney ork administfatm“ mys, enger a
mail ser, er hos; name in you: oiganj a;ions DNSser er o designae he RaQ 4
as ;he mailser e for a domain. Email ses, ice depends on DNS.so jhe IP addsess
of a DNS Ser e mus; be entefed in the ney ork Settings for the RaQ 4, if noy, the
SMTP projocow ill now ork. If you did no enger chis IP addsess in the Sequp
Wj ard,see. Ny ok on page 64.

For more informagion on DNS, see Appendi D, Domain Name Sysetn .

Figure 20 shw s he Email Parameess cable.

Figure 20. Email Parameters table

Server Management
@ Services @ Network @ Bandwidth @ Time
P E— [ EmiPaamtes |
@ | Maxinum Message Size (MB) B
Administrator e Sman Relay Host Name [—
Control Panel ] 13 ; gg ig; ]
@ | Relsy fortle following Hosts/Domins in'a'zs 150 =
Maintenance 109 KD
Site Usage 3 ‘testl25-a. cobalt.com ||
test12S. cobalt. com -
e Host/Domsin Alisses tart128 a, cobalt. com [—

System Status

ratt
KD

T

@ | Reject the following UsersfHostsDomsins

KD

[ Sovs hunges Y cancer 3

Active Monitor

Configuring the email parameters
To corp; gure he email parameess:

1. In the Sefvice Settings table, click the: Parameters link ne\it {0 Email Servef.
The Email Parameess jable appeass.

2. Fillin theg elds in the Email Parameiess (able. The folle ing paragraphs
eXplain heseg elds.

3. Click Save Changes in she Email Parameess (able.

4. Click Save Changes in ;he Ser ice Seings (able
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You can modify ;he folle ing parameies:

Maximum message size (MB) L is impo.rtant joenera alye here .0 limit
¢hesj e of incoming email messages. If his 4 eld is blank, heser ew ill nog
limi (hesj e of incoming messagesy hich may alley asingle message ;0
fi 1 up your a ailable space on the hasd disk drige. A message ;ha, eXceeds
¢he spe.ciq ed quo,a of space on the l}afd disk drige is repumed o shesender as
« ndehvefable . The defau.\lt Valx.we is 5 MB; the Value mys; be av hole
nymber greaer shan, ero.

Smart Relay Host Name You can enier an opional hos; name in his g eld.
With this fea.[x.\ 1e, You can cory; guse the RaQ 4 ;0 send In.eme, email 0a
speci; ¢ email seser. Enier he hos, name of (he email ser er hroyghw hich
VoW an; (0 relay voyr email.

This fea,[u re is ysefyl if the RaQ 4 does nog haVe difect In;eme; access (for
eXample, he RaQ 4 is subjec; (0 a ses,ricii eq @ all), by can commynicage
w ith an email serer that has difect In;eme; access.

Relay for the following hosts/domains Yoy can specify a lis, of hoss for
w hich the SMTP ser ew ill relay email messages . For more information,
see. Email relaying on page 56.

Hosts/domains aliases In this geld, ener all the IP addresses or domain
names of Sites omw hich voy feceive email. Yoy can only feceive email ¢ha is
addressed ;0 Yoy on the domains specy ed here. For eXample, if yow ang 0
feceive email addressed (O YOu a us emame@mydomain.com, {ype
domain.com in his ¢ eld.

You can also add email ser er aliasesw hen creajing a izvalsie. For mose
informaion,see. Oyer iw of Jifvalsies on page4l.

Reject the following users/hosts/domains In his ¢ eld, ener email
addresses or domains fromw hich youw an (0 block any email. Anyone
¢ving ;osend yoy messages from one of hese addresses or domainsw ill
fecei, e an erf0r message in repum.
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Email relaying

Simple Mail Transfer Pfotocol (SMTP) Service is different from POSt Ofgi ce
Pfotocol (POP), telnet andg le (fans fer protocol (FTP) SeJViCCS in thalt SMTP
does no, (1v (0 ay heniicaie a ysew hen an SMTP connecion is made.

Evefy email seryeron the Intemet has {0 be able {0 delivef email .0 Voi;,S0 the
email Ser,es mus, be able {0 connec, freelv {0 send the email. The RaQ 4 accep,s
email for processing if the recipien has a yser accoung or an alias email accouny,
orif thesending hos; (vou: clien, PC) is (rusied ;0 relay ou,going email messages
(0 anogher domain. These (1us s ase dgj ned by hos; or domain names , asw ell as
by IP add:esses and ney o7ks.

Caution: Some \ses advise YOu (0 open relay {0 all com, edy, ne
and o her top—level domain addresses. Ho e e, doingso allw s

f i } hos s belonging ;0 com, edw, ne; and ohess (o relay email through
vousser er; ¢his relayed mail is knw n as spam mail.

Spam mail can appear as shough i; osiginaed from yourses er and
as a resyl, oshess may blacklis; you rserperas a kne/ nspamsie. If
vousser er is blacklis ed, many mail Ser esw ill no, selay you:r
email and yoyr cys,omessw ill no, secei e a large amoyn, of their
email messages.

If vou have ysesw ho access voyr serer th.rou gh the Intefne ,ask voyr In.[emet
se.rv.ice pfOVidef (ISPw hich ney orks are ysed by theif femoye access (dial-yp)
equipmen;.

For eXample, if the ISPsays the ney ork 192.168.10.5 th.rou gh 192.168.10.24,
¢hen enger, 192.168.10 in he, Relay email from these hoss/domains g eld of
¢he Email Parameess table. If vour ISP gives voy a list of 30 ney o:ks s ed by 30
points -of-presence (POPs) % hich are regional ISP ofy ces) across the coung 1y
and yoy s clients can dial in from any of ¢hem, chen you mus, rus, all 30 ney o:ks
or these ysess cannog send email ¢hroy gh vyourRaQ 4.
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Enabling email relaying

To enable email relaying, add the IP addresses (or domain names, or both) of ¢he
machinesw hich yse voyr RaQ 4 as he SMTP seryer.

1. On the Server Management sc:een, click Control Panel. The Sefvice
Sey;ings able appeas.

2. Click the Parameters link ne‘ﬂt {0 Email Sefve.r. The Email Paramete.\s table
appeass.

Oney eld is labeled. Relay for he follw ing hos;s/domains . The folle ing
pasagraphs eXplain hw o 1lin his g eld.

10,928,125
. ) 10.9.28. 129
e Belay for the following Hosta/Domains 10.9.28.130

L I B |

]

KID

3. Click Save Changes in she Email Parameess (able.

4. Click Save Changes in she Seryice Seyings table.

The engigs vou add {© ¢his g eldser e as pas; of a pagen mach agaipst ¢he email
¢ha, ¢he clien, is sending. As a resyl;,some handy shos,cus are possible. If you
have a nymber of hosts in the same ney ozk block, voy can, as a Shortcut, simply
ener he nymber of the ney ork block.

For example, specifying a ney orksych as 192.168.1 in the. Relay email from
¢hese hos,s/domains g eld (russ all IP addresses from 192.168.1.1 (hrough
192.168.1.254.

Note: These is no sailing pesiod on the nymbe: of ¢he ney ok

@D block and these are only (hree ocies enjered in thegeld. I is
impozan, sha, voy do no, include a sailing dog aftef ¢he pai of ¢he
IP addess tha,[ VoW ang ;0 match.

If vouw ang ;0 allev connections froma host that ends, for eXxample, in
mydomain.com, add the St.ring‘ mydomain.com in the te‘&t area.

Note: If you encering a domain name or pas of a domain name in
Q J , the ¢ boX, you s, haVe e ese DNSw osking on vour chents.
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File transfer protocol (FTP) server

Using (heg le ransfer projocol,sice usess can ypload and dw nloadg les on the
RaQ 4. Usess can cransferg lesw ith FTP clien, sofy asesych as Fech or
WS-FTP.

You can enable or disable the FTP seryer.

1. On the Server Management screen, click Control Panel. The Sefvice
Sey;ings (able appeas.

2. Click ¢he check bo¥ nex, o File Transfer Pfotocol (FTP) Sefvef (o onor off.

3. Click Save Changes.

Telnet server

voy modify Sysiem cory gy fationﬁ les. Check vouyw arraney card
for details .

i Caution: Yo, can advels ely affect the opefa,[ion of voyr RaQ 4 if

Granging shell access can grea ly compromise she secyriy of your
RaQ 4.

Note: Disabling (he (elne, ser er in ¢he Sery ice Seyings (able
@D denies (elne, access (o all ysess, e en if they ha e been grancedshell
access.

Telnet access is aVailable but only adVanced ysess shoyld yse telnet. An advanced
user is someonew ho is prqq cieng in thew orkings of a UniX opera;ing sys em.

You can enable or disable the telnet serer

1. On the Server Management sc:een, click Control Panel. The Sefvice
Sey;ings (able appeas.

2. Click the check boX nek 0 Telnet Se.rvef {0 onor off.
3. Click Save Changes.
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Simple Network Management Protocol (SNMP) agent

If she SNMP agen, is enabled, you can use SNMPsofy ase ;0 semogely moniior

serer informaionsych as CPU wilj ajion and ney ork saf c.

You can enable or disable she Simple Ney ok Managemen, Pro,ocol (SNMP)

agen,:

1. On the Server Management screen, click Control Panel. The Sefvice
Sey;ings (able appeas.

2. Click the check box neX; o Simple New ork Managemen, Projocol (SNMP)
agen, (0 on or off.

3. Ifyoy are disabling she SNMP ageny, click Save Changes.

If yoy are enabling she SNMP ageny, click on he Parameters link neX; 0
¢he op ion in he Ser, ice Se,ings (able. The SNMP Paameess (able appeass.

4. Ener the SNMP commy nities that can have read-only and read-andw fite
access (0 his SNMP agen,. The defayl; read-access commyniyV is« public .

5. Click Save Changes in she SNMP Parameess (able.

6. Click Save Changes in the Ser, ice Seyings jable.

Figure 21 shw s the SNMP Parameess (able.

Figure 21. SNMP Parameters table

Server Management *
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c
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System Status -
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Legato file backup

You can use he Legao Ne,Worker€clien, sofyy ase ;o syppoy backyp and
resyore needs on he RaQ 4. To use jhis feagyre, Yoy mys, insall the Lega,o
Ney orker Sefvefsofw are. Thesofy are is aVailable awww lega,o.com.

To enable or disable he Lega of le backup opjion:

1. On the Server Management screen, click Control Panel. The Sefvice
Sey,ings able appeass.

2. Click the check boX nex o Lega,o File Backuyp (0 on or off.
3. Ifyoy are disabling the Lega o File Backup opyion, click Save Changes.

If yoy are enabling she Lega,o File Backup op;ion, click on ;he Parameters
link neX, (0 she opion in the Ses, ice Seyings (able. The Legao Ney orker
Parameess (able appeass.

4. In the Legato Netv oiker Paramete.ws table, ener the host name and the
IP addzess of the Lega,o Ser erin thes elds.

5. Click Save Changes in ;he Lega,o Ney orker Paramees jable.
6. Click Save Changes in the Se:, ice Seyings able.

Figure 22shw s he Lega,o New orker Parameess cable.

Figure 22. Legato Networker Parameters table

Server Managemen

@ Services @ Network @ Bandwidth @ Time

Site Management * | Legato Networker Pavameters
X |1 arvete Savergy Hoer N

0
Edmiristrator

Cuntrol Panct
Save Changes

Maintenance

Bite Usage.

.System Status %

Active Monitor
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Arkeia file backup

You can use he Askeia backup sofy ase from KnoX Sofy ase ;o suppos backup
and ies ore needs on the RaQ 4.

These is a clien, componen, and aser, er componen (0 he Arkeia backup
sofyy ase. The clien,sidesofy ase is pre-ins;alled on the RaQ 4. The ses erside
sofw ase can be obained from she Arkeia Web sice a, hy p:ww .askeia.com.

To enable or disable (he Akeia clien;-side backuyp sofy ase:

1.

On the Server Management sc:een, click Control Panel. The Sefvice
Sey;ings (able appeas.

Click (he check bo¥ neX; ;o Arkeia File Backup (0 on or off.
If yoy are disabling she Arkeia File Backup op;ion, click Save Changes.

If yoy are enabling she Arkeia File Backup op;ion, click on the Parameters
link neX; (0 ;he opion in the Ses, ice Seyings (able. The Askeia Parameess
table appeass.

In the Arkeia Paramete.ws t
back yp ;he RaQ 4.

able, ener the host name of the serer tha,[w ill

Click Save Changes in he Arkeia Parameess (able.

Click Save Changes in ;he Ser, ice Se ings ;able.

Figure 23 shw s he Arkeia Parameess able.

Figure 23. Arkeia Parameters table

Server Managemen

@ Services @ Network @ Bandwidth @ Time
Sito Management = 3 | AdeiPamwtes ]
e Baclump Server 10.0.0.10
Save Changes [ ‘Cancel

Control Panel -

Active Monitor
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RaQ 4i or RaQ 4r server

If vou have a RaQ 4i or RaQ 4r seryer, Yoy can aiach an extefnal tape device {0
¢he SCSI connec,or on the back panel and load the Askeiaser er-sidesofy aseon
(0 ¢he (ape de, ice.

This allev s voy {0 back yp vour RaQ 4i or RaQ 4r serer difectly 10 ¢he extemal
tape deice and also (o funcion as a backup ser er for oher deyices on the

ney o:k.

Base RaQ 4 server

If vou have abase RaQ 4 seryer, YOy can back up the ser er o er ¢he local

ney ork connection {0 anothe.w~ device ¢ha, has he Arkeias er ers ides ofW are
ins,alled on a local jape die.

Managing the server-side software

The S’C.\“VCI-S ide SOfo’ are i managed shrough a sepafat.e welligys ¢his wiliy has a
J a,a 1ntefface on Windw s 95/98 and NT, and an X11 mte.rface on UniX. Yoy can
dw nload this y;iliiy from Arkeias Websiee a, h p:ww .akeia.com.

ASP Administrative Server
To access the ASP Administfative Se_rVe.r Ul

1. In the Server Management sc:een, click Control Panel on the left. The
Seuyice Seyings (able appeas.

2. Click the check box ne\it {0 ASP Administfative Sefvef.

3. Click Save Changes. The scieen refreshes and ;here is nw  alink ;0
Parameess in the righg colymn neX .o ASP Adminis rai e Ser er.

4. Click Parameters in he /o for ASP Adminis,sai e Ser, er. A cory rmagion
dialog appeass, asking for he yser name and pasw ord for she ASP
Managemen, ser, e a <hos;name.domainname:5100>.

5. Engerihe user name and pasw ord of the RaQ 4 Adminis ra oz

6. Click OK.Aseparae brw sew indw opensw ith he Ul forhe ASP Serer
Adminis ra;ion screen. The link for Documena;ion on the lef; guides you
¢hrough the funciionaliyy of Chili!Sof, ASP.
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Figyre 24 shw s the Ul for the ASP Administfative Se.rvef.

Figure 24. ASP Administrative Server Ul

= ASP Server Administration

server - default

Properties
Controls Description
““ | gl Start server Starts the server,
T Eestart Server Stops and starts the engine,

Description
Datshases Configure database settings,
ASE Applications Addfrernovefconfigure asp applications.
Settings Configure genarsl settings for server.
View Logs shou log files for server,

Server Information:

status: Stopped

uptime:

location: fhemefchiliasp/ asp-apache-3000
web server: httpi/fuhost28. cobaltnet, corn: 80
port: 2000

Domain Name System (DNS) server

Domain Name Sys.em (DNS) is a  i.al and iniegral pas; of the Ineme;. Sey ing
up DNS correcyly on vour RaQ 4 is | erv imposan,. For this reasonw e ha e
creaed an appendix solely for eXplaining DNS. See Appendi¥ D, Domain Name

System .

The appendiX co ess ;he follw ing iems:

e basic DNS issyes

. advanced DNS issyes

* asamplesep of DNS secosds fora RaQ 4 serer

a brief histofy of the DNS Sefvice
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Network

The ney orkseings make she RaQ 4 _isible o other compyess. If you change
the IP address, the: RaQ 4 .reboots.

Important: Coosdinace the neyw ozk cory guraion informaionw ich
@ yourney otk administfa,[o.w~ (0 ensiyre he in.[eg.rit_v of vour ney osk.
Incosrec, ney oskseyings can sesyl; in aloss of conneciyiy.

To enjer or change the ney ork conyj guraiion for he RaQ 4:

1. On the Server Management sc:een, click Control Panel on the left. The
Seiyice Seings (able appeas.

2. Click Network a, she .op. The se ings (ables for he new ozk cory gusagion
appear.

3. Enger cory guragion informajion for he General Seyings, he Inceface
Sey;ings for New ork 1 orhe Incesface Sey,ings for New ork 2.

Z Note: For helpy ith a pasicularg eld, mo, e the mouse poinier o er
¢he Active Assis e icon adjacen, (0 cheg eld. Help (X, appeas in
av indw a, he bojom of thescreen.

4. Click Save Changes.
Figure 25shw s the Seings (ables of the New osksecion.
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Figure 25. Settings tables in the Network section

Server Management

=

@ Services @ Network @ Bandwidth @ Time

Gencral Settings

Site Management

@ Cobal Server Nare [hestze
Administrator e Dormein MName [cobaltust.com
pm——— @) Primasy DS Server Address [wsesz
Secondary DINS Server Arkdress —
- - ST T J
@ Defont Gmeway [Woemesa
e IP Address [0 ze2ze
@ | Svone sk [ess.zss.00
© | MAC Addrss 00:10E00LAGF2
@ P adiess [
@ | Svonet Mk -
© | MAC Addrss 00:10E00LAGF1

Please coordinate this information with your system adminstraror 1o ensure the integrity of your network.

Bandwidth

The RaQ 4 allev s vouy £0S€ an oy Pu; bansl idth limit for each IP address that
vou assign on a RaQ 4. The bandv id;h limi; applies ;o0 all of he name-based
Viftu al sites ass ociatedw ith an IP address.

The limit is specig ed in kilobits pe:second (Kbss), and the RaQ 4 enfo:ces a
minimym bans id.[h limit of 10 Kbss.

The bansb id;h limig applies (0 all oy going Transmission Cony ol Proiocol (TCP)
tfaﬁi cona pafticulaf IP address. This inclydes Web, FTP, POP and telnet tfaﬁi c,
aw ell any osher TCP-based applicaion.

If myliiple ysess are accessing a banav idh-limiied IP address, he sys .em
diides the banav idh eVenly among (he ysess.

If myliiple named-based Vift\.) alsiies belong (0 one IP addzess, the bans idih
assigned (o the IP addess is di ided eVenly among (he (o.al nymber of wsess on
¢hose name-based Viftu alsiges.

This feagure does nog regulage inpy, (saff c.

You can apply a bans id;h limi; ;0 an IP addess ;ha, did no; preiously ha e
one, modify an eXis;ing bansk idh limi; or delee a bandv idih limi,.

Cobalt RaQ 4 User Manual 65



Chapter 3: RaQ 4 Server Management

Bandwidth Limits table

When you selec, (he bansb idh-limi opion, she Bana/ id/h Limis (able appeass;
see Figyse 26. If you ha e no; applied a bandv idh limi (0 any IP add:esses, he
table is blank. If yoy ha, e applied a band id:h limi; 0 an IP addsess, she (able
displays foyr colymns:

¢  (heIP addsess jov hich he limi; is applied
¢ (he band idih limi; (in Kbss)
¢ (he fully qualjj ed domain names of the siies associaedv ith ihe IP address

¢  (heicons ;o modify the bansk idih limi, (green pencil) or delee the
bangv idth limit (biwv n tfalshcan)

Figyre 26 shw s the Bandv idih Limigs (able.

Figure 26. Bandwidth Limits table

Server Management

© Services @ Network @ Bandwidth @ Time

Bandwidth Limits

@ 1 Address [ 2 J- @ virmal sites Q
10928128 300 vhost28 cobaltnet com 0@
test131 cobek com
10928131 900 test131-4 cobiak com 0@
test131b.cobalt com
| test125.cobek com [
108.28125 500 est 1250 cobal com 0@

System Status =

Active Monitor
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Applying a bandwidth limit
To apply a bansv idth limit {0 an IP add:ess:

1. On he Server Management sc.een, click Control Panel on jhe lef;. The
Seiyice Seyings cable appeass.

2. Click Bandwidth a, ;he .op. The Band id;h Limis ,able appeas.
3. Click Add. The Add Banav id;h Limi, cable appeass. See Figure 27.

Note: If each of ¢he IP addresses on he RaQ 4 already has a
@] band/ idh limi assigned ;0 i, an error message a; the bo,om of the
screen alefts You (0 this fact.

To modify a bans idth limit,see“ Modifving a bansv idth limi,[ on
page 68. To delee a bandv idh limi;,see. Delejing a band idh
limi; on page 69.

4. Iniheg s, sw of he able,selec, from the pull-dw nmeny the IP addsess (o
w hich yow an; (0 apply the bans/ id;h limi . The pyll-de n meny lis;s all
¢he IP addresses that do no, cy .r.rently have a bansv idth 1imi,[.

5. In.t}.le second .rw. ,ener the Value of the bansl idth limit in Kb/s. The
minimim Value is 10 Kb/ss.

6. Click Save Changes. The screen refreshes and ¢he Banav id h Limis (able is
displayedw ich he IP addsess and she band idh limi,.
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Figyre 27shw s he Add Bans idh Limi jable.

Figure 27. Add Bandwidth Limit table

Control Panel

Server Management

@ Services @ Network @ Bandwidth @ Time

. Add Bm\d“dt]l Limit
9 IP Address + 10.9.28.129
T 10.9.28.130
@ Lint (bps) 10.9.28.132

10.9.28.133

Save Changes

Maintenance

Active Monitor

Modifying a bandwidth limit

To modify a banav id/h limi; (0 an IP add;ess:

1.

On ;he Server Management screen, click Control Panel on ¢he lef,. The
Seryice Seyings (able appeas.

Click Bandwidth a (he .op. The Band idih Limis ;able appeas.

In the t'able,.lo?ate the IP add:ess fow hich vouw ang 0 modify the

band/ idh limi,.

Click ;he green pencil icon neX, (o (ha, IP addsess. The Modify Band idh
Limig ,able appeass. Theg S, /o of (he jable displays ;he IP addess.

In the second i ener the ne/ Value of the bandy idth limit in Kb/s. The
minimym value is 10 Kbss.

Click Save Changes. The screen refreshes and ¢he Bandv idth Limits table is
displayedw ich he ne bansb idih limi for ha, IP address.
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Deleting a bandwidth limit

To delete a bansv idth limit {0 an IP address:

1. On he Server Management sc.een, click Control Panel on jhe lef;. The
Seiyice Seyings cable appeass.

2. Click Bandwidth a, ;he .op. The Band id;h Limis ,able appeas.

3. In the: table, locate the IP add:ess fow hich voiw ang ;0 delete the bansl idth
limi,..

4. Click the biw nsashean icon neX (o ha, TP address. A cory rmajion dialog
appeass.

5. Click OK. Thescreen refreshes and the Bandv idh Limigs (able is displayed;
bandv idih limi; for ha, IP address is remo ed.

Time

The RaQ 4 Adminis, sa0r can cory guse the corsec, (ime and dace and the ;ime
, one for the RaQ 4.

1.

On ;he Server Management screen, click Control Panel on the lef,. The
Seryice Seings (able appeas.

Click Time a, (he ;op. The Time Sey;ings (able appeass. See Figu e 28.
Selec; (he ;ime and da;ew ith he pyll-de n menys.

Selec, ;he cosrec, (ime, one by clicking in the Region, Coyn,sy and Locale/
Zoneg elds.

As an opiion, Yoy can also specify she name of a Ney ok Time Projocol
(NTP) ser ew 1t}w hich he RaQ 4w illsynchronj e i,[s intemal clock e, ey
nigh,. Enier he hos; name or IP addsess of he NTPser er.

You cang nd a lis of publicly a ailable NTPser es a;:
hyp:#ww eecis udel.edul mills/npser es hml.

Click Save Changes.
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Figure 28 shw s the Time Sey ings (able.

Figure 28. Time Settings table

Server Management

==

@ Services @ Network @ Bandwidth @ Time

Site Management . - =
@ Tiwe Om 2= &)@ =)C=  (:)(® 2]
Administrator Frerem
Region Indian ocean IZ‘
Control Panel - bkl pocele =
. Turks and Caicos Tslands
Maintenance e Time Zone Country Trinidad and Tokage
united states E
Site Usage anail
Locale/Zone  |Alaskan Time
Pacific Time -

System Status.

@ | TP Server Address |

Save Changes

Active Monitor
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Maintenance

The Mainjenance sec,ion of the Server Management screen pro, ides se, esal

Web-based utilities that facilitate day-to-day opefations on the RaQ 4.

To access these utilitieS:

1. Onhe Server Management screen, click Maintenance on ¢he left. The File
Backup ;able appeass.

2. Choose a y;ili;y a; she jop. The w;ilijies are described in the folle ing
secqions.

Backup

Caution: A backup capuses daca only (for eXample, email
messages s,ored on heser er or Webg les). I does NOT back wp
¢heseyings for ifualsies oruses.

This feagyre shoyld nog be used for disas er eco,ery.

As the RaQ 4 Adminis ra;0r, Yoy can pesform diffesen (vpes of backups
in the yser iniesface. This is aseparage funciion from the Legao and
Ackeia backyp suppos; featu res.

Cobal, sery er bu; no; (0 ses ore a backupyg le. Upgrade (0 a lajer
yesion of Inieme, EXploser or use a diffesen, brwv sersofy are o
res,ore she backypg le.

i Caution: Yoy can yse Microsof; Ineme; Exploses 3.0 .o back up a
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Manual backup

This feagyse allw s adminis ra,0:8 ;0 manyally back up da;as,osed on he RaQ 4.
Figure 29 shw s the File Backup (able.

Figure 29. File Backup table

Server Management

© Backup @ Restore @ Install Software @ Storage @ Reboot @ Shutdown

Site Management Scheduled Backup

Administrator
Q@ Al server confignsarinn, smail and vser filss
[EERAEIEN TS @ DoatoBackp Q All server contiguration
® Files ond emmail of user: [[selact a user T
Maintenance
@) Backup fibs modified inthe bt Backup oll Files :

Site Usage

Start Backup
System Status

Active Monitor
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To manyally back yp da,[a siored on the RaQ 4:

1. On the Maintenance screen, click Backup a the +OP-

2. In. Daja o Backup, selec, she ype of backup:

All server configuration, email and user files. This opion backs up all
¢hes eerf cory; gusadong les foi“.ihe wsess and hesys emseup, all usess
#iles, all groypg les and all email in-boXes.

All server configuration. This op,ion backs yp all these: er
cory guragiong les for he usess and he adminis ra oz, asw ell as all he
sys;em segup informaion.

Files and email of user. This opion backs wp heg les and email in-bo¥
for aspecy c user.

3. Toback up allgles or o back upg les changedw ichin a cesain (ime frame,
;:hooSe from the pyll-dw n meny adjacen; ;0. Backupg les modp; ed in the

as:.

t

You can choose, Backyp all Files, 31 days, 14 days, 7 days, 2 days o: 1 day.

4. Click Start Backup.

5. Assign a pah and ag le name on your compye: fors osing he backup daja.
Click Save.

The le (ransfer akes se esal seconds (ose eral minyes. Do no; inernip; or

cancel theg le

fansfer. If heg le  ransfer fails, deleje he pasial back upy le from

vou: compyer. If vou 1y (0 ses ose a pasial back upg le, you can cormpy ¢he daga
on voy: RaQ 4.
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Scheduled backup

This feagyre allw s adminisra 0 0schedyle regylar ay;omajic backups.
Figuse 30 shw s ;he Schedyled File Backyp able.

Figure 30. Scheduled File Backup table

Server Management
@ Backup @ Restore @ Install Software @ Storage @ Reboot @ Shutdown
Site Management - Scheduled File Backup
@ Fregeny Tever B
Administrat ' !
e @ Allserver oorfiguration, email and use flss
Contral Panel = @ DwaroBackep O All server configution
(O Filbs and eruail of vssr: [ select avser s
Maintsnance © Bechup fies modified inthe x| Baokop all Files z
Site Usage © 1eatoa = B
System Status  ~ e Lacation [
@ Prssword
@ Prssvord iy

e —

Active Monitor
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To schedule regular, ay;omaiic backups:

1.

On ;he Maintenance screen, click Backup a; (he ;op. The File Backup (able
appeass.

Click Scheduled Backup. The Schedyled File Backup (able appeass. See
Figyre 30.

Choose che frequency of the ay omayic backup.
*  Daily means each day a, 1 a.m.

*  Weekly means e erv Sunday moming a; 1 a.m. (Sagurday nigh, going
ino Synday morning)

*  Monthly means on theg s, of e erv monh a, 1 a.m.

In. Daga o0 Backup, selec, she vpe of Backup, as described insep 2 in
« Manyal backyp on page 72.

To back yp allg les or ;0 back upy les changedw ihin a cesain ;ime frame,
choose from ¢he pyll-de n meny adjacen; (0. Backupy les modj; ed in the
las;.

Choose a backup mehod.

*  FTP Servew ries the backupgle 0anFTPser er.

¢ NFS places ;he backupg le on a mounsable NFS resou rce.

*  SMB Server (Windw s File Shasing) places he backupg le ono a
difectofy shared from a Windw s machine.

Encer a loca ion fors oring the backup daa.

The locaion oy specify depends in pas on the backyp meihod you selec; in
siep 6. See. Backup File Locaions belw for an eXplanaiion of locajions
Voy can enes here.

If ;he backup des,inaion associaedw ich you: mehod of backup requises a
pasw o:d foraccess, enerhe pass ord in jhis g eld. This g eld is ignosed for
¢he NFS and anonymous FTP meshods. See. Backupg le locaions on
page 76.

Click Save Changes.
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Backup file locations

Fo: a backup by FTP Server:

*  Alocajion of <username>@ftp.server.compys he backupg le in the
inijial login direc;o1y.

e A location of <username>@ftp.server.com/path/to/backups/ pugs the
backupg le in the spec; ed pagh on jhe ses er, using <username> (o login.

For a backyp by Anonymous FTP:

e  Foran anonymoys FTP connection, theﬁ le mis; be Py in a difectofwv here
anonymoys FTP yse:s havew fite access. This i8 generally the /incoming/
difectof_V.

*  Alocajion of ftp.server.com/incoming places she backypg le on

ftpsefvef.com ynder the /incoming/ difectofy.

¢ The, Pasw orxd g eldshoyld conain he pasw o:d for the speciy ed user or
be lef, blank for anonymous logins.

For a backuyp by NFS Server:

e The 1ocation shoyld be <server>:/<share>w here <server> is the NFES
Sefyef apq <share> i§ th'e NES Volu me (0 moyn andv fite {O- You miS, haVe
w e piiileges (o his direciouy.

*  The. Pasw oxd is ignosed for NFSser er backups.

For a backyp by SMB Server (Windw s File Shasing):

e The 1ocation shoyld be <user>@\\windowspc\<share>. This moy ns the
Volu me shase on the Windw s seryer, using <user> as ;he login. The
« Pasw ord g eld mys; congain the pasw o:d for <user>.
o For Volu mes thalt do no, requ ire a ser, the location shoyld be
\\windowspc\share.

For All Scheduled backyps:

*  Ensure he arge locaion is aailable and has enough disk space (0 hold (he
backup afchive. Failyse (0 do ;his may resyl; in, eso-lengh or runcaed
aichies.
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Maintenance

You mus, res ore daa from the same machine onw hich ¢he da;av as backed wp.
Usess can resiore cheir w n pesonal direciory.

= [ >

Caution: The sysiem res ores daa only (fo: e¥ample, email
messages s.ored on sheser er or Webg les). I, does NOT res ore
Viftual sites or site usess (0 aRaQ 4.

Caution: Yoy can yse Microsof; Inieme; Exploses 3.0 .o back wp a
Cobal, serer bu; no, (0 ses,ore a backupy le. Upgrade (0 a laer
yesion of Inieme, EXploser oruse a diffesen, brw sessofy are o
res ore she backypg le.

Caution: The sys;em does no, merge ;he cyrren and backed-up
data. When daca is res;ored, any changes made (og les on he RaQ 4
since the las; backup are los,.
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Figure 31 shw s he File Resore able.

Figure 31. File Restore table

Server Management

=

@ Backup @ Restore @ Install Software @ Storage @ Reboot @ Shutdown

e Mensgemant.
Administrator @ Buckw achive || Brorwss,

@ SelectiveRestor |

Control Panel

Maintenance - Restore A Backup File

Site Usage ¥ NOTE: Plesse b careful nor to imerrpr an archive restore ss data conld be corropred. Tn adckrion, om can onky restors data for sxisting vsers and
sites. Do ot selectTvely restore stres or users that have been deleted.
System Status

Active Monitor
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To res;ore a backupg le:

1. On the Maintenance screen, click Restore a the +Op- The File Restme table
appeas. See Figyre 31.

2. The RaQ 4saes bagked—wp da;a in .raqg les. Eneer he path andg lename of
¢he backupy le, or click Browse o selec; (he .raq le aschied on your
compyew hich yow ish {0 fesiore 0 the ser,er.

ReStOJe times can  anw idely. Be carefyl no; (0 intefm p; an afchive resore
as daca coyld be corniped.

Note: If heg le does no; appear in che lis; and Yoy are ysing
Negscape 4% or Inene; EXploses 4X, voy may need ;o change
« File Type in the desk;op (o. All Files.

3. Ifvow ang (0 ses ose only some of theﬁ les, click Selective Restore and
selec, thosef les.

4. Click Restore A Backup File belw ;he File Res,o:e ;able.

Note: Res oring lasge backyp aschijes can cayse yoyr Web brwv ser

ﬁD {0 ¢ime oy, If yoy wpload ;he .raq aschi e (hrough an FTP-based
application +0 ¢he home difectofy of RaQ 4 Administfatm, Yoy can
select ¢he afchiVe from a meny on ¢he Restore screen.

Do no, iniesnipg an archige resore becayse chis can corrup, daga. If the resoze
process is inerrypeed, the wsers can 1y (0 res ore again.

To ie8,0ie aser home difectofy ora Viftu al Site difectofy , make Sy re the yser or
yiigual sie already eXis s befose ses oring thegles.

When daa is sesiosed, he RaQ 4 and is cossesponding pass (jinwalsie, wser,
email) are requmed (0 the eXac; s,a.e shewv ere in prior o backup.
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Install software

Yoy can add ne so@v i€ 40 the: RaQ 4 from the brw ser. Yoy can install ne
sonv are obtained ei,[hen~ from the Cobalt NesEv osks Web site or from a CD
supplied by Cobal; Ney orks.

Figyre 32shw s the Ins all Sofy are able.

Figure 32. Install Software table

Server Management

@ Backup @ Restore @ Install Software @ Storage @ Reboot @ Shutdown
Site Management * Install Software
@® URL
Administrator
@ sofwaePakie | @ Upload: | Browss
Control Panel J Losded: Mo loadsd packages

Maintenance

Install a ‘. pkg' Package

Site Usage

System Status (2) Saftware an the Colrt Server

Belational Distahase Server and Cliert tonls by InterBase. Release V6.0
Cobalt OF Release 6.0

Active Monitor
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To ins,all or ypgrade sofy are from Cobalys Websie:

1.
2.
3.

Through you:r Web brwv ser, go ;0 hyp:Avww .cobal..com/suppos/.

Dw nload the nw sofy are 0 your desk,op compuyer.

On the Server Managementsc:een, click Maintenance on the left. The File
Backup ;able appeass.

Click Install Software a ;he .op. The Ins,all Sofy are jable appeas. See
Figyre 32.

Cl%ck Browse .0 loca,e the package sha; you dw nloaded (o Your compyer.
Click Open ;0selec, she package.

Click Install a .pkg package (0 ay,omajically ins all or ypgrade the ne
sofw are on jhe RaQ 4.

To 1nstall Soﬂgv are femotely:

1.

On the Server Managementscreen, click Maintenance on the left. The File
Backup ;able appeass.

Click Install Software a, ;he .op. The Ins;all Sofy are ;able appeass. See
Figyre 32.

In the URLg; eld, enier she URL for he packages le. This URL disecs the
brw ser o he packageg le on the Cobal, New orks Websie.

Click Install a .pkg package (0 ay,omajically ins all or ypgrade the ne
SofW are on the RaQ 4.

To install sonv are from a CD:

1.
2.

Inses; she CD ingo a compy,er on he same new ork as the RaQ 4.

On ;he compy,er shag has he CD, go (0 ;he Server Management screen.
Click Maintenance on ;he lef.. The File Backup (able appeas.

Click Install Software a, (he ;op. The Ins all Sofy ase ;able appeas. See
Figyre 32.

Click Browse (0 locaie the packagef le on the CD. Click Open (oselec, he
packageg le.

Click Install a .pkg package (0 ay,omajically ins all or ypgrade the n&
sofW are on the RaQ 4.
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Third-party software

Figure 32shw s he  arioys sofy are packages tha ha e been ins alled on the
RaQ 4, inclyding ;he | esion of the Cobali OS and any thisd-pasy sofy are. To
See mo.e information about the SonV are, click the name (Shw nas a hypefteX ¢
link).

InterBase

The RaQ 4 is pre-loadedv ith InierBase 6.0, an open-sou ice, cross-plaform SQL
da,abase from Inprise Corporaion. InerBase is no; enabled by defaul,.

For more informajion on InierBase, go ;0 hyp:Aww .iniesbase.com.

InerBase offess free de, elopmen and dissibyion sighs. Incerbase offess
de elopess asophisicaed daabasev ith asmall foo,pring, Ie mainenance cos;
and high reliabiliy.

a
InerBase offess a number of daiabase feapuresc (riggess,s ored procedyes,
blobs, e en alefteis ,user-deg ned fiy nctions , 1Ny lti-dimens ional arrays WV o-phase
commiy, referenial iniegri,y, cons,rains and aff exible se, of ransacion op;ions.

Storage

The bie ser-based Ul allw s eX emal disk s orage de, ices on the SCSIbus (0 be
wsed as addijional s;orage for  ijualsies. The X emal disk s orage de ice mus
fema.in connecied (0 she RaQ 4 for proper operagion of he [isvalsies s,ored on
¢he disk.

Yo can also add asecond intefnal hard disk dfive on a RaQ 4i seryer. See

« Adding o replacing a hasd disk dfive inaRaQ'4 on page 164 for insalling an
intefnal hard disk dfive. Once voy haVe added asecond dfiVe, VOou) haVe {0 add
(through the RaQ 4 UI) the diiye (o jhe lis of a ailable s orage de, ices.

Note: Yoy canno, add eX;sa iniernal or e enal s orage (0 he base
l@] RaQ 4 Serer cony gu ragon.
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A ifal sice cannog span myliple disks and the RaQ 4 does no, ay;omajically
recognj, e ifvalsies on an e emal disk s orage de,ice (ransferred from anojher
RaQ 4.

Note: If voy haVe replaced a failed ha:d disk dfiVe in a RaQ 4r
ﬁn ser es, Yoy do no, need (o0 add the nw  hard disk dii e through the
Add S;orage feapyre. When rebooying, the sys,em ay omajically
deecs (he nw  hard disk dfive.
The RaQ 4r automatically synchronj es the nw hard disk dfive {0
¢he ¥ isting hard disk dfive so tha; (he serer is in RAID mode.
During ¢hesynchronj ation process, he RaQ 41 canno, pro ide disk
mirrosing by i cansillser e reques,s.

In the Maintenance S ection of the Server Management sc:een, the administ.rator
can add and fo_rmat an intemal hard disk driVe (RaQ4i)ora non—.removable disk

siosage dejice 0 he RaQ 4.

Note: Yoy mys; pw erdw nhe RaQ 4 before adding or remo, ing
IQD an & enal disk s orage de,jice.

Figure 33 shw s the Siorage in Use jable.

Figure 33. Storage in Use table

Server Management
@ Backup @ Restors @ Install Software @ Storage @ Reboot @ Shutdown
Site Management = | Add Storage
Administrator ] | | |
eName 9 Inder face eSme, 9 Enabled 9
home RAID 17.268GB v )

Active Monitor
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Adding a storage device
To add asecond hasd disk dsi e or eX emal disk s,orage de, ice through he UI:

1. Onhe Server Management screen, click Maingenance on ;he lef.. The File
Backup ;able appeass.

2. Click Storage a, she .op. The Siorage in Use (able appeas. See Figure 33.
3. Click Add Storage.

A lis; of a ailable disk s;0rage de ices appeas;see Figuse 33. By defaul,, if
mo:re than one deVice is aVailable, all of the deVices are selected {0 be added.
To de-s elect a disk sjorage deVice, click the box beside that deVice.

4. Toaddadisk, gi e he de ice a ynique name. Yoy can yse only alphanymesic
characiess for he name. Yoy canno, use the name. home as thag is he name
of he psimasy ha:d disk of he RaQ 4.

Note: If you (1v (0 assign the name home (0 he second hard disk
dsije, yoy secei e an ersor message s aing. she name home is in
JSe .

Note: Yoy can choose (o check ;he incegricy of the dislw hen adding

,@D ¢hesecond hasd disk drige. Hw e e, his opjion signjg canly
increases jhe (ime i ;akes ;o forma; a dsije. To enable chis op;ion,
click the boX in the Check colymn beside jhe hard disk dui e.

5. Click Confirm New Storage (0 add ;he s,orage (0 she RaQ 4.

When adding a n& Viftu al site {0 the RaQ 4, the RaQ 4 Administ.rator can
choosew here {080re the nw site. In the Add Ne Viftu al Site table, neXt {0 the
MaXimym alle ed disk space (MB) parameer, a pull-dw n meny lis,s in
alphabetical o_rd.ef ¢he a ailables orage de,jices. Thes osage deicov ih he mos,
a ailable space is chosen by defavl,.

For moze informajion,see. Adding a izvalsije on page 47.
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Suspend a virtual site

There arew OV ays (0Sus pend a isvalsie on he RaQ 4: a hard suspension and
asof, syspension.
t
For more informaion onsof; suspensions, see. Suspend a jigualsiie on
page 115.

Hard suspension

A hardsyspension occysw hen asorage dejice is disabled hrough the Ulor is
disconneced from the RaQ 4. In this case, all | isual sies on iha, s orage de ice
are inaccessible. Yoy cannoy administef these SiteS ,and ysess cannoy feceive
email.

To disable an aj ached s orage device:

1. On he Server Managementsc:een, click Maintenance on the lef;. The File
Backup ;able appeass.

2. Click Storage a, ¢he jop. The S;osage in Use (able appeass.

3. Click ;he green pencil icon ne¥; ;0 he disk yow ang o disable.

4. Click the Enable disk check box so ha, i is de-selec,ed.

5. Click Confirm Modify. The bsw ser rejums (0 he pre ioys scieen.
Reboot

Rebooying he RaQ 4 somejimes cuses problemsw ich cesainserices. The
Active Monito.r sonv are recommendsw hen a reboot iS necessary.

To reboot the RaQ 4 th.rou gh vourbiw ses:

1. On the Server Managementsc:een, click Maintenance on the left. The File
Backup ;able appeass.

2. Click Reboot a; ;he .op. The Reboo, Cobal, Servef table appeass.

3. Aw aming appeass tha, rebooing he Cobal ser ew ill make i wna, ailable
+0 ¢he new ozk for aw hile.

Click Reboot.

Yoy can also feboot the RaQ 4 thfou gh its LCD console; refer {0 Rebooting on
page 154.

The reboo, process can jake a f&  minyes.
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Shutdown

(0 doso can resyl; in los; or corrupied daa.

i Caution: T\ ming off the pw erw itch before the RaQ 4 tells vou

The RaQ 4 can only be Sh\.&t do n from the LCD console located on the ffont of
¢he unig. Refer o, Pw esing de°n on page 155. Shying dw nmay cake as long
as a fev minutes .

Support tools

The Suppoy; Tools feagyre is a Web page ;ha, assis;s Technical Suppoy; in
diagnosing problems on a RaQ 4 yni,.

On the Server Diagnostics screen, the RaQ 4 Administfator can crea.e and

dw nload a da;a dump of the cory guraiong les on he RaQ 4. This daja dymp

can then be emailed ;0 diagnostics@cobalt.com. A membe: of she Technical

Suppoy; (eam can then evalx,'- ace the condijion of yoyr RaQ 4 before pfoviding you
w ith corrective action, eithei~ by telephone or email.

If the RaQ 4 Adminis ra;or is familiaw ith LinyX, he orshe can look (hroygh jhis
#i le in an effos, o0 de;esmine he problemw ith he RaQ 4. Thegle is asandard
g ipfle.

To access he Server Diagnostics screen:

1. From any screen, click the Cobalt logo in the ;op lef; come:.

A (able lis,ing Ses, er Cony gusaion Informaion appeass. The jable lis;s she
amoun; of random access memo:v (RAM) and the sj, e of the hard disk
dfive.

The table also 1iStS tfademafk information for Cobalt NaEv o:ks and for all
o;her producs and companies sefessed (o in he UL

2. Inhelis; of links, click Server Diagnostics. The Diagnosic Heade: Daja
table appeass.
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3. The informaiion encered in the follw ingg elds is incorporaed ingo the
heade: informaiion of the diagnos,ic dymp.

vour fyll name
¢he name of yoy: company or organj aiion (opional)

if yoy ase emailing she diagnosics dymp (o Cobal, New osks, then
indicataiv hethef VoW ang ;0 be con,acee bv email or telephone

vour complete telephone nymber, if vouw ang (0 be contacted by
telephone

voyr email address, if vouw an ;0 be contacted by email

a descripgion of the problem voy are having

specific.

é Note: If the problem isw ith a pagicylaryser orsie, please be

4. Click Save Changes.

This creajes (he diagnos,ic dump of your cony guraiong les. Ag low indw
appeass and promps you (0 enier a locaion on voy compyew here you

w an 08.05e heg le creaed.

If you ase familiaw ith LinyX, yoy can open his  le and look hrough iy (0
de;ermine ¢he problem. Or yoy can email (heg le as an aachmen, ;0
diagnostics @cobalt.com.

When Cobal; New osks secei es (he diagnosicg le by email, a problem
ticket is c_reated for voyr case.
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Site Usage

The Siie Usage feagure allw s the RaQ 4 Adminis, ra 0r (0 monico: he amoun, of
banal idth consyymed by Web, email and FTP tfaﬁ C genefated by the Viftu als it&s
on a RaQ 4.

For ihe Siie Usage feaguse on ¢he Site Management screen, see. Siie Usage on
page 126.

The RaQ 4 can generaie (rafy c-based bar graphs for a pagicylar Viftu alsice. The
bas for Tojal Usage raf ¢ can be Viw ed sepasacely side-by-side ors acked on
+op of each o;her in asingle bar ;o indicaie (he o,al amoun, of da;a (MB).

The reposs ase genesaed each night a, 1:00 a.m. and Sta,[istics ase ypda,ed once
daily for all SeIViCCS .

Figure 34shw s he asample of a To,al Usage summary repox;.

Figure 34. Sample of a Total Usage summary report

Server Management

© Total @ Web @ FTP @ Emall
Site Management
Administrator W Torel weh
M Totslmsil
Control Panel W Tl FTP
Maintenance
Site Usage
System Status
@) BorPlement @ Adjecens () Stack () Overlay
vhost28. cobaltnet. com web =|
Tatal weh =
e Reports to Jexerate vhost2d. cokaltnet. com FTP [
Total FTP —
vhost2s. cabaltnet. com mail [¥

Generate Report

Active Monitor
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To use ¢he Siie Usage funcion:
1. On he Server Management screen, click Site Usage on he lef;. The To,al

Usage bar graph appeass.

2. Belw ;heTo.al Usage bar graph is an opiion for changing ;he bar placemen,
on jhe graph.

Click the radio by on for she selecied (vpe of placemen; and click Generate
Report. The brw ser segeneraes he Toial Usage graph and displays the
bais as vo selected.

3. Inihe Reposs (0 Generaow indw , voy canselec, the (izualsies fow hich
vow ang ;0 generae he Toal Usage bar graph.

Click Generate. The brw ser regeneraes the Sice Usagescreen according (0
¢he repoy; crieria chosen.

4. To iw Web, FTP or Email usages,aisics, click ha, opion a; the ;op
*  Web displays she Web Usage able for he igualsie.
*  FTPdisplays she FTP Usage ;able for jhe Jisualsie.
¢ Email displays she Email Usage ;able for she yiignalsie.

Each opjion also displays asecond able for Oher Usage Sia,is ics. Click on
any of che links in the Oher Usage Siaisics (able for mose dejailed
infosmaion.

System Status

The System Status section alle s the RaQ 4 Administrator {0 monitoi" the CPU,
memo:V, disk and ney ork S{aNs , asw ell as the Sefvices rynning on RaQ 4. In all
cases, the RaQ 4 monito.‘s the Spas of each of the subsystems and displays a
green, amber, red or grey ciscle beside each iiem. See Figyse 35.

The S(as of the $ysgem componen,s and sefvices is monitored by a CobaL[
NaEv osks utility called Active Monito_r. Fo:r more information,sea‘ Active
Moni0: on page 93.

Figure 35shw s the Sys,em S;aus ables.
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Figure 35. System Status tables

Server Management
Site Management = _ System Components
@ | crU
Administratar | @ | biemory
QP | Disk Usage
Control Panel @ | DuskIntezmry (RAID)
@ | Metwork

Maintenance

Site Usage Weh Server

Ernail
| File Transfer Protacol (FTP)
| Telner

System Status @

lelelele

| Cornain Mame Syster (DNE)

Click on the service names to see more detadled information.

Eey: Mo Informetion. @ Normal o Proklern @ Severe Problem

Active Monitor

To ,iw (hesaus of he arious sys.em componens andser, ices:

1. Onhe Server Management screen, click System Status on ¢he lef or
Active Monitor a the bottom left. A table displays the Spas of the sys.em
componens and ;he sefvices .
¢ Green indicages correc, funciioning.

*  Amber indicaees a pojen;ial problem.

* Redindicaes ;ha; a problem eXiss.

J Grey indicat_es ,[ha_t a componen orser ice is inac,i e or tha; no
1nformat10n is aVallable vey.

2. Click on he name (shw n as a hypeseX, link) of the sys,em componen, or

Sefvice ¢ display moze deailed informagion.

3. Click Back {0 fepum o the pfeviO\JS screen.
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System components

Central processing unit (CPU)

The CPU Usage able p_rovide real-ime s,a s ics on the CPU load oer ¢he
pre ioys 15 minyes. The cable also displays:

¢ he CPU load aerage o er ¢he pfevious 15 minyes
¢ he emperagise of she processor

¢ (he amoun of ime tha, hesys,em has been rynning

Memory

The Memo:v table displays the load on the memovy o e’ the pfevious
15 minyes . The cable also displays:

. the total memory on the Sysem
J the amoyn; of free aVailable memory
. thfa amoyn of memory in yse and ¢he pescen;age of ¢he o,al memosy ha
¢his represens
gv(gl see a red light in this chaft, VO maw an .0 add mo:se memo:y {0 the
aQ 4.

Disk

A Disk Usage Summary desciibes the (o.al disk space occupied by sysemg; les,
by Vi.rtu .al sites and site WSess, the amown of free disk space le:ft and the total s} e
of the disk.

Network

The Ney ork Usage jable displays, for he Ney ork 1 and New osk 2 e;heimne
connecions, he s a,is ics for he number of ney ork packes successfully se

and feceived, ¢he number of by.es of daasyccessfylly sen, and feceived, ¢he (o.al
nymbe: of esrosw hensending or feceiving ney ork packes, and she nymbe: of
agemps osendse esal ney osk packes a, hesame (ime (the nymber of

collisions).
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Services

The Se.rvice Status section alloy s vou {0 monito.r Web, email, FTP, telnet, DNS

and .SNMP Sefvices g follw s the same LED conVentions as the System Status

secion.

Web server

The Web serer table displays the S (NS of the Web serer (green, amber, red or

grey) and a eX message.

Email

The Email SeIViCE‘S ¢able displays  he s aus of ¢he POP3 seryer, he IMAP4

ser_erand ;he SMTPser ice. This char, indicatesw he he: heseser eis are
v t v t Tt \

opera ing normally.

File transfer protocol (FTP)

Theg le ¢fans fer protocol (FTP) s aus cha.rt displays the S(as of the FTP

ser ess operaion (normal or ohew ise) and a € message.

Telnet

The tel.net (able displays (he s a.us of the elne; ser ess operaion (normal or

oshew ise) and a (€%, message.

Simple Network Management Protocol (SNMP)

The Simple New ork Managemen, Pro;ocol (SNMP) ,able displays ;he s aus of

he SNMPser ess operaion (normal or othew ise) and a (€% message.

Domain Name System

The DNS (able denojesw heher DNS is aci e andw hesher i, is operajing
prope:ly. For moze informaiion on DNS,see Appendix D, Domain Name
System .
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Active Monitor

The RaQ 4 yses Active MOIlitOISOiYV are. Active MonitOI isa Cobalt Ne{v orks
utility that nyns on a RaQ 4 and pda,[es kev sysem information e, ey
15 minyes.

Acqi e Moniors,as is displayed on the Server Management Sc:een only.
Active Monitol" checks:

. the S (ags of the RaQ 4 (fy nctioningw arning of faily re, failed or inactive)
. the S {AS of the Sefvices on the RaQ 4

Table 4 eXplains ¢he coloss of the ciscles in Aci e Monior.

To access Acyi,e Monior, click Active Monitor o: System Status on ;he Server
Managementscieen. To iw  he deails for asys,em componen, orser, ice,
click the name (Shey nas a hypefte‘&t link).

Table 4. Colors and status indicators

Color Description
Green Correct functioning
Yellow Advance warning of potential problems that should be

investigated by the RaQ 4 Administrator (for example, low
amount of space on the hard disk drive)

Red Failure

Grey Inactive or information is not yet available
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Site Management

There are three types of users on the RaQ 4: the RaQ 4 Administrator, Site
Administrators and site users.

This chapter describes the functions that the Site Administrator normally
performs. As the Site Administrator, you access these functions from the Site
Management screen on the RaQ 4. The Site Management screen has a green
strip on the left side.

You can add or remove a site user, create a mailing list, manage disk space, back
up and restore files and perform other virtual-site-related administrative tasks.
(These functions can also be performed by the RaQ 4 Administrator.)

You can manage a virtual site using any standard Web browser. To access the Site
Management screen for your site, type the URL

http://<sitename>/siteadmin/ into your browser. The RaQ 4 user interface (UI)
prompts you for your site administrator user name and password.

Note: The Site Management screen can only be accessed using the

m fully qualified site name in the Web browser. The Site
Management screen is not accessible if an incomplete or aliased
site host name is specified.

To access the Site Management screen, click Site Management on the Server
Management screen. The Site Management screen appears. From this screen,
you can access the Site Administrator functions; see Figure 36.

The User Management section appears when you first access the Site
Management screen. The User List displays the site users by user name in
ascending order.
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The User List has five columns which display information about the each site
user, and allow the RaQ 4 Administrator or Site Administrator to manage or
remove a site.

e The first column displays the full name of the site user.
e The second column displays the user name of the site user.
e The third column displays the email alias(es) of the site user.

e The fourth column displays icons to indicate which services are enabled
(telnet/shell access, FrontPage Server Extensions or Secure POP3 [APOP])),
to indicate that a site user is the Site Administrator, or to indicate that a site
user is suspended.

e The fifth column displays icons to manage a site user or the email settings
for the site user, or to remove a site user.

For an explanation of the icons, see “Icons used on the Ul and in the manual” on
page 11.

To access a section of the Site Management screen, click the section button
along the left side of the screen. These functions are described in the following
sections.

Figure 36. Site management

Site Management - testl 30.cobalt.com

[[ser Name ¢ | (contains ]l

enm Name‘ eum NaIne‘ eEmaﬂ Aliases e e

. List Management

Alexsrdrs Somers ssormezs alexendes. camers = 08
D Adenn == st EEE 000
Alen Williaxns awillisms alonwrillisms E02®
Ben Eiref Beiref beneiref Bl 1= )

. X 020
Holly Hodges Hodges holly hodges a5 0@
Hailey Somers hscmers ey somers =HgOD®
Tason Paez jpaez jason pasz HaOS®
Fesron Esch kesch. kestanesch 4EHEOS®
Kenny Lavinaway [ Waavineway Yonry lavinsway a5 09@
Megan Hollidsy snhallidey megan hollidey 4 E08E
Tara Sevareid tsevareid tara sevareid e 1= )

B totes s user 3 e st ot use hall s @ indicates 2 user FrontPage web Eingiomtos 2 usor vt Securs P02 (AFOF}

indicares & suspended user.
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User management

The User Management section on the Site Management screen allows you to
perform administrative functions related to site users: setting the site user
defaults, adding or removing users; entering and modifying user names and

passwords; managing users’ disk space allocations, telnet access and email
aliases.

Setting defaults for a site user

Before assigning the default values for a site user, you must decide on the needs
of your users.

Both the Site Administrator and the RaQ 4 Administrator can configure the site
user default settings.

Figure 37 shows the screen for configuring the default settings of a site user.

Figure 37. Default settings for a site user

Site Management - test130.cobalt.com

User Management % )
@ Mix Alloved Disk Space (MB) En
ListManagement, = To JiEARTE Y- o
e Enshle FroniPage User Weh O
(]

e Secure POP3 (APOP)

e Murnber of Users 1o Display per Page 15
| | @ first indtial plus lost newue. (e g jsmith)
@ Userleme Generstion 'O lest name. (e.2. srith)

| (D first name. (.. jessica)

L sovo hangos 1 carcor

Restore - 2
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Modifying the default user settings

To modify the default settings for a site user:

1.

3.

On the Site Management screen, click Set User Defaults. The User
Defaults table appears.

Enter the information for the site. You can set the default value for

e the maximum allowed disk space (MB) available to a newly created user
for their file storage and Web pages

e the number of sites users to display at one time in the user list on the
screen

¢ the format for generating user login names
e (initial plus last name
e last name
e first name

You can also enable or disable services for telnet/shell access, FrontPage
User Web and Secure POP3 (APOP), if the RaQ 4 Administrator has enabled
them for the virtual site.

Click Save Changes.

Once you have configured the default settings, you can adjust the settings for
each site user that you add.

98

Cobalt RaQ 4 User Manual



User management

Adding a site user

You can add or remove users for a virtual site, and assign a Site Administrator for
the site.

Caution: On the Site Management screen for the main site (for the
main site, the trashcan icon is grayed-out, meaning that you cannot
delete it), the user settings for the RaQ 4 Administrator can be
modified, including name and password.

Make sure you remember the RaQ 4 Administrator password. If
you forget the password, see “Resetting the RaQ 4 Administrator
password” on page 51 for instructions on resetting the password.

Figure 38 shows the screen for adding a site user or Site Administrator.

Figure 38. Adding a site user

Site Management - test130.cobalt.com

[ AldNewUsr |
@ Pouteme

e User Name
e Passwrord

e Password (again)
@ Wiz Allowed Disk Space (M) e
O
O
]
O

i
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To add a site user or Site Administrator:

1. On the Site Management screen, click Add User. The Add New User table
appears.

2. Enter the information for the site user.

Enter the site user’s name and password, set the allocation of total disk space
for the user, enable telnet/shell access (if appropriate), make them a Site
Administrator (if appropriate), enable FrontPage user Web (if appropriate)
and enable Secure POP3 (APOP) (if appropriate).

guidelines on choosing a password, see “Password guidelines” on
page 27.

é Note: The RaQ 4 supports long passwords through the UI. For

You can also enter email aliases for this user. (For more information, see
“Entering user email settings and aliases” on page 102.)

3. Click Confirm New User.

Search and sort functions

The User List table offers a search function and a sort function; refer to Figure 36
on page 96. These functions are useful if you have a large number of site users on
your RaQ 4 and you want to restrict the display to certain site users.

You can search the list of site users according to the following criteria:
* by user name, full name or email alias

e whether the user name, full name or email alias is equal to the search string,
is contained in the search string or is not contained in the search string

The screen regenerates and the results of the search are displayed in a table with
the same five columns. The heading of the table now states “Search Results
(<x> Users found). To return to the full list of site users, click User
Management on the left.

é Note: Suspended users are listed in the search results.
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You can sort the list of site users according to the following criteria:
e by full name, in ascending or descending order
* by user name, in ascending or descending order

Ascending order means from lowest value to the highest value (a—z or 1-9).
Descending order means from highest value to the lowest value (z—a or 9-1). By
default, the User List table is sorted by user name in ascending order.

The screen regenerates and the results are displayed in a table with the same five
columns. In the heading of the column which has been sorted, a blue arrow icon
points up (ascending order) or down (descending order). In the heading of the
column which has not been sorted, a double-ended arrow indicates that the order
for the column is random.

You can use the search and sort functions together to produce the display that you
need. For example, you can search the list for all site users with “joe” in the full
name, and sort the results of that search by email alias in ascending order.

Searching a list of site users
To search the list of site users:

1. In the first field of the Search User List window, select “User Name”, “Full
Name” or “Email Alias” from the pull-down menu.

2. In the second field, select “is”, “contains’ or “does not contain” from the
pull-down menu.

3. In the third field, enter the string of characters for which you want to search.

4. Click Search. The screen regenerates and displays the results in a table with
the same five columns.

Sorting a list of site users
To sort the list of site users:

1. To sort according to Full Name, click on the blue arrow icon in the heading
of the Full Name column. To sort according to User Name, click on the blue
arrow icon in the heading of the User Name column.

2. To sort in ascending (up arrow icon) or descending order (down arrow icon),
click on the blue arrow icon so that it points in the correct direction.

3. The screen regenerates and displays the results in a table with the same five
columns.
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Removing a site user

To remove a site user:

1. Inthe User List table on the Site Management screen, locate the site user
that you want to remove.

2. Click the brown trashcan icon next to the site user. A confirmation dialog
box appears.

3. Click OK to delete the site user’s account and files.
Entering user email settings and aliases

Mail Forwarding and Vacation Reply

Individual site users can choose to have their RaQ 4 email forwarded to another

email account. Site users can also choose to enable a vacation-reply message that
is automatically sent to each person who sends the user an email. This feature is

useful when users know they will not be reading or responding to incoming email
messages for a period of time.

As the Site Administrator, you can enter these email settings for site users (at

their request) as described in “Changing user settings” on page 104.

Note: A vacation-reply email is sent only once per week to each
Q J , sender.
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Email aliases

The Email Alias feature allows you to create an arbitrary e-mail addresses
without creating a user account on the RaQ 4. An email message addressed to the
alias is forwarded to an existing email address. For example, an email alias lets
you setup a temporary or permanent alias email address such as
sales@mycompany.com and automatically route messages to a specific email
user.

Each registered user on the RaQ 4 must have a user name that is unique across all
virtual sites on the RaQ 4. You cannot create two users with the same name on
different virtual sites because all users share the same password database file in
the underlying operating system. For example, if there is a user with the user
name <mary> on virtual site abc.com, no other registered user on the RaQ 4 can
have the user name <mary>. However, user names can be similar: mary, maryb,
mary1l, mary2.

An email alias is a way to create an account so that more than one user can have
the same email name on different virtual sites (<mary> on abc.com and <mary>
on xyz.com). However, the underlying user name for each person must be
unique.

For example, the Site Administrator of abc.com can give Mary Brown the user
name <mary>; her email address is mary@abc.com. The Site Administrator of
xyz.com (on the same RaQ 4 server) can give Mary Smith the user name
<marys>; the Site Administrator for xyz.com can then set up an email alias
mary @xyz.com for Mary Smith. The alias points her incoming messages to the
unique user name of <marys> at Xyz.com.

A site user can have several email aliases that point to a unique user name. For
example, John Smith (user name <john1>) can have john@abc.com,
JS@abc.com, john.smith@abc.com, johnny @abc.com and corvette @abc.com
which all point to his user name of <johnl> at abc.com.

A Site Administrator can also set up useful aliases such as webmaster@abc.com,
info@abc.com, sales@abc.com, comments @abc.com or support@abc.com that
point to a specific user name.

Adding an email alias

To add an email alias for a site user, see “Modify email options for a site user” on
page 105.

To create a catch-all account on a virtual site, see “Catch-all email account” on
page 107.
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Changing user settings

Modify settings for a site user

To modify the settings for a site user (to change the name, password, disk
@ space allocation or telnet access for an existing user, to enable FrontPage

Web use or Secure POP3 [APOP], to make an existing user the Site

Administrator or to suspend a site user), click the green pencil icon.

1. On the Site Management screen, click User Management on the left. The
User List table appears.

2. Click the green pencil icon for the site user. The Modify User table appears.
See Figure 39.

3. Enter the changes in the Modify User table.

Note: The RaQ 4 supports long passwords through the UI. For
m guidelines on choosing a password, see “Password guidelines” on
page 27.

4. Click Confirm Modify.

Figure 39 shows the screen for modifying a site user.

Figure 39. Modifying a site user
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Modify email options for a site user

To set up or modify the email options for a site user (to enter a forwarding

K] email address, email aliases and an automatic vacation reply), click the
blue envelope icon. These options are described in “Entering user email
settings and aliases” on page 102.

1. On the Site Management screen, click User Management on the left. The
User List table appears.

2. Click the blue envelope icon for the site user. The Email Settings table
appears. See Figure 40.

3. To add a forwarding email address, enter the email address in the Forward
Email To field.

4. To add an email alias, enter the additional names that the user will receive
email as in the Email Aliases window. For example, for user <john1>, enter

ELENT3

“john.smith”, “johnny” and “corvette”.

To add several aliases, enter each alias on a separate line.

Note: DO NOT add the domain name to the additional names.
@] Since the site user is part of the virtual site, he or she automatically
inherits the domain name of the virtual site. If you do add the
domain name in the Email Aliases field (for example,
johnny@abc.com), the software gets confused.

5. To enable an automatic vacation reply, click the check box in the Vacation
Message field and enter your message in the window.

6. Click Save Changes.
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Figure 40 shows the screen for modifying a site user’s email options.

Figure 40. Modifying a site user’s email options
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Catch-all email account

A catch-all email account receives emails addressed to former users or
non-existent users on a virtual site. For example, if an email is addressed to
mary @xyz.com but the user name “mary” does not exist on that domain, the
email is routed to the catch-all account.

A RaQ 4 Administrator or a Site Administrator can create a catch-all email
account. This involves simply creating a certain alias for a designated user on the
virtual site; this user does not have to be the Site Administrator.

For the user on a virtual site who will receive the messages routed to the catch-all
account, the RaQ 4 Admin creates an email alias of
“@<hostname.domainname>". The <hostname.domainname> is the fully
qualified domain name of the virtual site.

1. On the Site Management screen, click User Management on the left. The
User List table appears.

2. Click the blue envelope icon for the site user who will receive the email for
the catch-all account. The Email Settings table appears. See Figure 40.

3. Enter “@<hostname.domainname>" in the Email Aliases window.

If there is already an alias in the window, add this new alias on a separate
line.

4. Click Save Changes.

Remove a site user

To remove a site user, click the brown trashcan icon. See “Removing a
site user” on page 102.
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Mailing list management

In the List Management section of the Site Management screen, you can create
and manage mailing lists for the virtual site.

A mailing list allows a discussion by email between a group of people; the email
addresses of the people in the group make up the list. The mailing list is given a
name, for example AlphaProject. The mailing list can include users on the RaQ 4
as well as external users.

A message addressed to the name of the mailing list is delivered to each person
on the list.

When replying to a mailing-list message, you can reply either to the original
sender only or to the entire mailing list. This function depends on the email client
that you are using.

Figure 41 shows the Mailing Lists table in the List Management section.

Figure 41. Mailing Lists table
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Adding a mailing list

To add a mailing list on the RaQ 4:

1.

On the Site Management screen, click List Management. The Mailing List
table appears.

Click Add Mailing List. The Add Mailing List table appears. See Figure 42.
Enter a name for the mailing list.

Enter a password for the mailing list. You need the password for managing
the mailing list.

Z Note: The RaQ 4 supports long passwords through the UI. For

guidelines on choosing a password, see “Password guidelines” on
page 27.

The Allow user subscriptions to list option allows the individual users to
subscribe to or unsubscribe from the mailing list. The user sends an email to
majordomo@<hostname.domainname> with the words “subscribe
listname” or “unsubscribe listname” in the body of the message. Replace the
word listname with the name of the mailing list.

To enable this option, click the check box next to Allow user subscriptions to
list.

To accept email addressed to the mailing list from an email address that is
not a member of the list, click the check box next to Allow unsubscribed
posting to list.

Add recipients to the mailing list.

¢ To add external recipients to the mailing list, enter the email addresses in
the External Recipients field.

¢ Toinclude existing registered site users on the RaQ 4 in the list, click the
user name in the scrolling window.

To select all the registered site users, click Select All.

To select individual recipients in the scrolling window, hold the down
the Control key (Windows) or the Apple key (Macintosh) and click on
the user names.

Click Confirm New Mailing List.
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Figure 42 shows the Add Mailing List table in the List Management section.

Figure 42. Add Mailing List table
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Modifying a mailing list
To modify a mailing list:

1. On the Site Management screen, click List Management. The Mailing List
table appears.

2. Click the green pencil icon next to the mailing list you want to modify. The
Modify Mailing List table appears. See Figure 43.

3. Modify the information as necessary (see the procedure for adding a new
mailing list for the options).

4. Click Confirm Modify.

Figure 43 shows the Modify Mailing List table in the List Management section.

Figure 43. Modify Mailing List table
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Removing a mailing list

To remove a mailing list:

1.

On the Site Management screen, click List Management. The Mailing List
table appears.

Click the brown trashcan icon next to the mailing list you want to delete. A
confirmation dialog box appears.

Click OK to delete the mailing list.

Site settings

Only the RaQ 4 Administrator can modify virtual site settings. For Site
Administrators who are not the RaQ 4 Administrator, the Site Settings section is
a read-only status page.

For an explanation of the fields on the Site Settings table, see“Overview of virtual
sites” on page 41.

For a view of the Site Settings table, see Figure 44.

In the Site Settings section of the Site Management screen, you can:

view the IP address, host name and domain name of the virtual site
enable or disable Web server aliases

enable or disable email server aliases

change the maximum allowed disk space for the virtual site

limit the number of site users on a virtual site

enable or disable access to telnet/shell accounts, CGI scripts, SSL, server
side includes, FrontPage server extensions, Active Server Pages (ASP), PHP
and Secure POP3 (APOP)

suspend the virtual site
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Changing site settings

To change the settings for a particular virtual site, click the green wrench
icon. For an explanation of the fields on the Site Settings table,
see“Overview of virtual sites” on page 41.

z Note: Only the RaQ 4 Administrator can modify the settings for a

virtual site. For Site Administrators who are not the RaQ 4
Administrator, the Site Settings section is a read-only status page.

Figure 44 shows the screen for changing the site settings of a virtual site.

Figure 44. Changing the site settings of a virtual site
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To change settings for a particular site:

1. On the Site Management screen, click Site Settings on the left side. The
Site Settings table appears.

2. Inthe Site Settings table, you can set the values of the fields or enable the

services:

a. [P Address

b. Host name

c. Domain name

d. Web server aliases

e. [Emalil server aliases

f. Maximum allowed disk space (MB)
g. Maximum number of users

h. Enable FrontPage Server Extensions
i.  Enable Secure Sockets Layer (SSL)
j- Enable Active Server Pages (ASP)
k. Enable PHP Embedded Scripting

1. Enable shell accounts

m. Enable Secure POP3 (APOP)

n. Enable CGI scripts

o. Enable Server Side Includes

p. Suspend Site

é Note: A Site Administrator does not see the Suspend Site option.

3. Click Save Changes.
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Common gateway interface (CGI) allows users to have Web sites run programs
that dynamically generate HTML pages in response to specific user inputs. CGI
scripts can be created on a user’s desktop computer and then transferred to the
RaQ 4 with a file transfer protocol (FTP) application (as explained in Chapter 5).
CGI scripts must have a .pl or .cgi filename extension.

If the “Accept email for domain” function is selected, site users can retrieve email
using the address <username>@domain.com. For example, if the host name of
the site is raql and the domain name is abc.com, users can receive mail addressed
to both <username>@raq1.abc.com and <username>@abc.com.

Suspend a virtual site

There are two ways to suspend a virtual site on the RaQ 4: a hard suspension and
a soft suspension.

For more information on hard suspensions, see “Suspend a virtual site” on
page 85.

Soft suspension

The RaQ 4 Administrator can suspend an individual virtual site. All of the site
users are denied access to telnet, FTP and POP3/IMAP/APOP services, as well
as Web access to their files. The site user accounts do not receive email; messages
bounce back to the original sender.

To suspend an individual virtual site:
1. On the Site Management screen, click Site Settings on the left.

2. At the bottom of the table, click the Suspend Site check box so that it is
checked off.

3. Click Save Changes. The RaQ 4 saves the new configuration.

4. If you want to see that the site is suspended, click Server Management on the
left.

In the Virtual Site List table, the entry for the suspended site shows a red X in
the third column; the name and the IP address of the site are grayed-out.
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Suspend a site user

The Site Administrator or RaQ 4 Administrator can suspend a site user on a
virtual site. The site user is denied access to telnet, FTP, POP3/IMAP/APOP
services, as well as Web access to their files. The site user account however still
receives email.

To suspend a site user:

1. On the Site Management screen, click the green pencil icon next to the site
user you want to suspend. The Modify User table appears.

2. At the bottom of the Modify User table, click the Suspend User check box.
3. Click Confirm Modify.

The User List table appears. The entry for the suspended user shows a red X in
the fourth column; the full name, the user name and the email alias of the user are
grayed-out.

FTP settings

Important: The RaQ 4 Administrator can enable anonymous FTP
[@ access on only one name-based virtual site per IP address. The Ul

does not allow the administrator to enable anonymous FTP on a

second name-based virtual site that shares the same IP address.

Note: Only the RaQ 4 Administrator can modify the virtual site
I@D settings. For Site Administrators who are not the RaQ 4
Administrator, the FTP Settings section is a read-only status page.

The RaQ 4 Administrator can enable the anonymous FTP server for the site, set
limits on the size of files that can be uploaded and set the number of simultaneous
anonymous users. This feature allows users without passwords to download and
upload files with an FTP-based application, up to the specified disk-space limit.

To change the FTP settings for your virtual site:

1. On the Site Management screen, click FTP Settings on the left. The FTP
Settings table appears; see Figure 45.

2. Enter the settings you want. You can specify the number of megabytes of
incoming files to accept and the number of simultaneous users.

3. Click Save Changes.
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Figure 45 shows the FTP Settings table.

Figure 45. FTP Settings table
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To download files by anonymous FTP, log on to the site with the user name guest
or anonymous—you do not need to enter a password. When you log on with one
of these user names, you enter the directory /home/sites/<sitename>/ftp/.
The Site Administrator can post files here for downloading through FTP client
software or a Web browser.

Site Administrators can access the anonymous FTP directory as “/ftp” during an
FTP session.

To upload files, you must use FTP client software (for example, Fetch or
WS-FTP) and access the directory /home/sites/<sitename>/ftp/incoming/.
Once you have uploaded a file, you (as a guest) cannot see it or access it on the
FTP site. All registered site users with telnet/shell privileges can access the file,
but only the Site Administrator can access the file through FTP.

The size limit specified for FTP uploads is the total amount of disk space
allocated for FTP uploads. If this number is set to 0, a guest cannot upload to the
FTP site.
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Obtain an externally signed SSL certificate

Most users want to create an externally signed SSL certificate. For e-commerce,
an externally signed SSL certificate is required.

To do this, the RaQ 4 Administrator must perform the following steps. These
steps are explained in the following pages.

1. enable the SSL feature on a virtual site (see page 119)
2. generate a self-signed certificate (see page 120)

3. submit the information from the self-signed certificate to an external
certification authority (see page 123)

4. receive the response and information from the external certification authority
(see page 124)

5. inthe SSL settings screen on the RaQ 4, replace the self-signed certificate
with the information received from the externally signed certificate (see
page 124)

6. save the changes on the RaQ 4

Enable SSL on a virtual site

Important: The RaQ 4 Administrator can enable SSL on only one

@ name-based virtual site per IP address. The UI does not allow the
administrator to enable SSL on a second name-based virtual site
that shares the same IP address.

Note: Only the RaQ 4 Administrator can modify the virtual site
@D settings. For Site Administrators who are not the RaQ 4
Administrator, the SSL Settings section is a read-only status page.
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To enable SSL on a virtual site:
1. Go to the Server Management screen.

2. Click the green wrench icon next to the virtual site on which you want to
enable SSL. The Site Management screen appears.

3. Click Site Settings on the left side.
4. Click the check box next to Enable SSL.

Note: This feature only enables the public Web server; it does not
,@D enable the SSL administrative server. See “SSL certificate for the
main site” on page 123.

5. Click Save Changes.

The RaQ 4 saves the configuration of the virtual site.

Generate a self-signed certificate

Once you (as the RaQ 4 Administrator) have enabled SSL, the user must now
create a self-signed certificate. The self-signed certificate can be signed later by
an external authority.

1. On the Site Management screen, click SSL Settings on the left side. The
Certificate Subject Information table appears. See Figure 46.

2. Enter the following information:

¢ Country Enter the two-letter country code (for example, AU for
Australia or US for United States).

¢ State Enter the name of the state (for example, New South Wales or
California).

e Locality Enter the city or locality (for example, Sydney or Toronto).

¢ Organization Enter the name of the organization (for example, The
Widgets Corporation).

*  Organizational Unit As an option, enter the name of a department (for
example, Hardware Engineering).

3. Select Generate self-signed certificate from the pull-down menu at the
bottom.

4. Click Save Changes. The RaQ 4 processes the information and regenerates
the screen with the new self-signed certificate in the Certificate Request and
Certificate windows. See Figure 47.
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Figure 46 shows the certificate subject information table for an SSL certificate.

Figure 46. Certificate subject information table for an SSL certificate
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Figure 47 shows the processed information of a self-signed SSL certificate.

Figure 47. Processed information of a self-signed SSL certificate
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SSL certificate for the main site

If the browser prompts you for your user name and password, you have enabled
SSL on the main site of the RaQ 4. The browser prompts you since this secure
connection is in fact a new connection to the RaQ 4.

Generating a certificate for the main site is a special case and causes three things
to happen:

1. SSL is enabled for all RaQ 4 management screens (both server management
and site management).

2. The SSL administration server is enabled for the RaQ 4.

3. The main site certificate request is propagated to all virtual sites that have
SSL enabled but do not have their own certificate request.

Now that you have enabled SSL, you can access your virtual site over a secure
connection at https://<sitename>.

For more information on obtaining an externally signed certificate, see “Submit
the information to an external certification authority” on page 123.

Conversely, deleting the certificate from the main site removes the certificate
from the virtual sites to which the certificate has been propagated.

Enable the administration server for SSL

The RaQ 4 supports secure administration. The certificate generated for the main
site is also used for secure administration. Therefore, to enable secure
administration on a virtual site, generate a certificate for the main site on the
RaQ 4 (if this has not already been done.)

Submit the information to an external
certification authority

To submit the information from the self-signed certificate to an external
certification authority:

1. On the SSL settings screen, highlight and copy the information from the
“Certificate Request” window of your self-signed certificate.

2. Open a new browser window and go to the Web site for one of the
certification authorities (for example, VeriSign).

3. Paste the information from Step 1 in the window on the Web site of the
certification authority. Follow the instructions on the Web site.
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Receive the response from the external
certification authority

The certification authority either sends you a certificate by email or returns the
information on the browser screen.

Enter the information from the external
certification authority
1. On the Site Management screen, click SSL Settings on the left side. The

“Certificate Subject Information” table appears.

2. Highlight and remove the information currently in the “Certificate” window.

menu at the bottom. This action deletes your SSL certificate and
your private key, and you will then have to purchase a new SSL

i Caution: DO NOT choose Delete certificate from the pull-down
certificate from the external certification authority.

3. On the Web site or in the email from the external certification authority,
highlight and copy the information received. (See “Receive the response
from the external certification authority” on page 124.)

4. Return to the RaQ 4 browser window and paste the new certificate
information that you copied in Step 3 into the “Certificate” window.

5. Select Use manually entered certificate from the pull-down menu at the
bottom.

6. Click Save Changes.

The browser screen refreshes and the externally signed certificate appears.
Figure 48 shows a sample of an externally signed certificate.
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Figure 48. Sample of an externally signed certificate
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Delete an SSL certificate

Caution: If you delete the SSL certificate, you delete the private
i ii key as well. If you delete the private key, you will need to purchase

anew SSL certificate from the external certification authority.

Note: Deleting the certificate from the main site removes the
certificate from the virtual sites to which the certificate has been
propagated. In addition, it removes the secure connection to the
administration server (it reverts from https: to http:).

If for any reason you want to delete an SSL certificate for a virtual site, perform
the following steps.

1. Go to the Server Management screen.

2. Click the green wrench icon next to the virtual site on which you want to
delete the certificate. The Site Management screen appears.

3. Click SSL Settings on the left side.
4. Select Delete certificate from the pull-down menu at the bottom.
5. Click Save Changes.

The RaQ 4 processes the information and regenerates the screen; the
Certificate Request and Certificate windows are now blank.

Site Usage

The Site Usage feature allows the Site Administrator to monitor the amount of
bandwidth consumed by Web, email and FTP traffic generated by a virtual site as
well as disk usage for the virtual site.

For the Site Usage feature on the Server Management screen, see “Site Usage”
on page 88.

The reports are generated each night at 1:00 a.m and the statistics are updated
once daily for all services; the results are presented in tables.

Figure 49 shows a sample summary of disk usage on a virtual site.
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To use the Site Usage function:

1. On the Site Management screen, click Site Usage on the left. The Web

Usage table appears.

Site Usage

*  Web displays the Web Usage table for the virtual site.

e FTP displays the FTP Usage table for the virtual site.

¢  Email displays the Email Usage table for the virtual site.

¢ Disk displays information concerning the disk usage for the virtual site
as a whole, as well as the disk usage for each site user.

2. The Web, FTP and Email options also display a table for Other Usage
Statistics. Click on any of the links in the Other Usage Statistics table for

more detailed information.

Figure 49. Sample summary of disk usage
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Backup

As Site Administrator, you can perform different types of backups.

Caution: You can use Microsoft Internet Explorer 3.0 to back up a
Cobalt server but not to restore a backup file. Upgrade to a later
version of Internet Explorer or use a different browser software to
restore the backup file.

Caution: A backup captures data only (for example, email
messages stored on the server or Web files). It does NOT back up
the settings for virtual sites or users.

Manual backup

A Site Administrator can manually back up data stored on the RaQ 4.

1.

On the Site Management screen, click Backup. The File Backup table
appears. See Figure 50.

In “Data to Backup,” select the type of backup:

e All email, Web and user files on this site This option backs up the files
for all the site users (including the administrator) and email, as well as
the site Web and FTP data.

¢ Files and email of user This option backs up the files and email in-box
for a specific user on this site.

To back up all files or to back up files changed within a certain time frame,
choose from the pull-down menu adjacent to “Backup files modified in the
last.”

You can choose “Backup all Files,” 31 days, 14 days, 7 days, 2 days or 1 day.
Click Start Backup.

Assign a path and a file name on your computer for storing the backup data.
Click Save.
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The file transfer takes several seconds to several minutes.

Caution: Do not interrupt or cancel the backup process. If you do,
or if the file transfer fails for any other reason, delete the partial
backup file stored on your personal computer and try again. If you
attempt to use a partial file to restore data, you risk corrupting the
data already stored on the server.

Figure 50 shows the File Backup table for a virtual site.

Figure 50. File Backup table for a virtual site
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Scheduled backup

As Site Administrator, you can schedule regular automatic backups.

To schedule regular, automatic backups:

1. On the Site Management screen, click Backup. The File Backup table
appears.

2. Click Scheduled Backup. The Scheduled File Backup table appears. See
Figure 51.

3. Choose the frequency of the automatic backup:
¢ Daily means nightly at 1 a.m.

*  Weekly means every Sunday morning at 1 a.m. (Saturday night going
into Sunday morning)
¢ Monthly means on the first of every month at 1 a.m.

4. In “Data to Backup,” select the type of Backup, as described in step 2 in
“Manual backup” on page 128.

5. To back up all files or to back up files changed within a certain time frame,
choose from the pull-down menu adjacent to “Backup files modified in the
last.”

6. Choose a backup method.

e FTP Server writes the backup file to an FTP server.

e NFS places the backup file on a mountable NFS resource.

*  SMB Server (Windows File Sharing) places the backup file onto a
directory shared from a Windows machine.

7. Enter a location for storing the backup data.

The location you specify depends in part on the backup method you select in
step 6. See “Backup File Locations” below for an explanation of locations
you can enter here.

8. If the backup destination associated with your method of backup requires a
password for access, enter the password in this field. This field is ignored for
the NFS and anonymous FTP methods. See “Backup file locations” on
page 132.

9. Click Save Changes.

130 Cobalt RaQ 4 User Manual



Backup

Figure 51 shows the Scheduled File Backup table for a virtual site.

Figure 51. Scheduled File Backup table for a virtual site
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Backup file locations
For a backup by an FTP Server:

*  Alocation of <username>@ftp.server.com puts the backup file in the
initial login directory.

*  Alocation of <username>@ftp.server.com/path/to/backups/ puts the
backup file in the specified path on the server, using <username> to login.

For a backup by Anonymous FTP:

e For an anonymous FTP connection, the file must be put in a directory where
anonymous FTP users have write access. This is generally the /incoming/
directory.

*  Alocation of ftp.server.com/incoming places the backup file on
ftp.server.com under the /incoming/ directory.

e The “Password” field should contain the password for the specified user or
be left blank for anonymous logins.

For a backup by NFS Server:

e The location should be <server>: /<share>, where <server> is the NFS
server and <share> is the NFS volume to mount and write to. You must have
write privileges to this directory.

e The “Password” is ignored for NFS server backups.

For a backup by SMB Server (Windows File Sharing):

e The location should be <user>@\\windowspc\<share>. This mounts the
volume share on the Windows server, using <user> as the login. The
“Password” field must contain the password for <user>.

e For volumes that do not require a user, the location should be
\\windowspc\share.

For All Scheduled backups:

*  Ensure the target location is available and has enough disk space to hold the
backup archive. Failure to do this may result in zero-length or truncated
archives.
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Restore

You must restore data from the same machine on which the data was backed up.
Site Administrators can restore files only to their own site.

Caution: The system restores data only (for example, email
messages stored on the server or Web files). It does NOT restore
virtual sites or site users to a RaQ 4.

Caution: You can use Microsoft Internet Explorer 3.0 to back up a
Cobalt server but not to restore a backup file. Upgrade to a later
version of Internet Explorer or use a different browser software to
restore the backup file.

Caution: The system does not merge the current and backed up
data. When data is restored, any changes made to files on the RaQ 4
since the last backup are lost.

Figure 52 shows the File Restore table for a virtual site.

Figure 52. File Restore table
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To restore a backup file:

1. On the Site Management screen, click Restore on the left. The File
Restore table appears. See Figure 52.

2. Enter the path and filename of the backup file, or click Browse and select the
file to restore.

Note: If the file does not appear in the list and you are using
Netscape 4.x or Internet Explorer 4.x, you might need to change
“File Type” in the desktop to “All Files.”

3. If you want to restore only some of the files, click Selective Restore and
select those files.

4. Click Restore A Backup File below the File Restore table.

Note: Restoring large backup archives can cause your Web browser

@D to time out. If you upload the .raq archive through an FTP-based
application to the home directory of the Site Administrator, you can
select the archive from a menu on the Restore screen.

Archive restores are not possible with Microsoft Internet Explorer version 3. If
you experience problems uploading an archive, use a later version of Internet
Explorer or use a different browser software to restore the archive.

Do not interrupt an archive restore because this can corrupt data. If the restore
process is interrupted, the user can try to restore again.

To restore a user home directory or a site, make sure the user or site already
exists.

When data is restored, the RaQ 4 and its corresponding parts (site, user and
email) are returned to the exact state they were in prior to backup.
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Server management

If you are the RaQ 4 Administrator, you can return to the RaQ 4 Server
Management screen. On the Site Management screen, click Server
Management on the left.

For more information on managing the RaQ 4 server, see Chapter 3, “RaQ 4
Server Management”.

Publishing Web pages

For information on publishing Web pages on the RaQ 4, see “Developing Web
pages” on page 145, “Publishing Web pages using FTP” on page 146 and
“Publishing Web pages with FrontPage for User Webs only” on page 147.
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Using Services on a Site

This chapter describes the functions that site users can perform on the RaQ 4. As
a site user, you can change your user name and password, set email options,
monitor the use of disk space in your directory, back up and restore your files,
send and receive email, and create and upload Web pages and other files.

Managing Your Personal Profile

You manage your directory using any standard browser. Access your directory by
typing the URL http://<sitename> /personal/ into your browser. You must enter
your user name and password.

When you access your directory, the Personal Profile screen appears with the
Modify User table; see Figure 53. The management functions available on the
Personal Profile screen are described in the sections that follow.

Figure 53. Modify User table
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Modify site user

You can change your full name and password. To modify your settings:

1. On the Personal Profile screen, click Modify User. The Modify User table
appears. See Figure 53.

2. Change the settings.

Note: The RaQ 4 supports long passwords through the UI. For
,@D guidelines on choosing a password, see “Password guidelines” on
page 27.

3. Click Confirm Modify.

Email

The email section allows you to select email options.

Figure 54 shows the Email Settings table for a site user.

Figure 54. Email Settings table
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To set your email options:

1. On the Personal Profile screen, click Email on the left. The Email Settings
table appears. See Figure 54.

2. Inthe Email Settings table, select the options that are described in the next
two sections.

3. Click Save Changes.

Forward email to
You can forward your RaQ 4 email to another email account.

In the Email Settings table, enter the destination email address in the Forward
Email To field. Click Save Changes.

Vacation reply

You can create a vacation-reply message that is automatically sent to each person
who sends you email. This feature is useful when you know that you will not be
reading or responding to incoming email messages for a period of time.

A vacation-reply email is sent only once a week to each sender.
To set up a vacation reply:
1. Click the Vacation Reply check box to enable the function.

2. Inthe scrolling field, type the text of the message you want to send to users
while you are away.

3. Click Save Changes.
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Usage data

The Usage Data section displays a Disk Usage table showing information on
your disk usage.

To view the Disk Usage table:

1. On the Personal Profile screen, click Usage Data on the left. The Disk
Usage table appears. See Figure 55.

2. The Disk Usage table displays the following information:
e the amount of disk space used (MB)
¢ the amount of disk space free (MB)
e the amount of disk space allowed (MB)
* ausage bar showing how much space has been used (percentage)

Figure 55 shows the Disk Usage table for a site user.

Figure 55. Disk Usage table
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Backup

As a site user, you can back up your files. When you click “Backup My Files”,
your Web browser provides a default filename and path. This file contains all of
your backup data, including your home directory files, your email inbox and your
vacation autoresponder message. It does NOT back up the settings for your
virtual site.

You can change the path or the filename, but the file MUST have the extension
raq in order for the Restore function to work properly.

Caution: A backup captures data only (for example, email
messages stored on the server or Web files). It does NOT back up
the settings for virtual sites or users.

or if the file transfer fails for any other reason, delete the partial
backup file stored on your personal computer and try again. If you
attempt to use a partial file to restore data, you risk corrupting the
data already stored on the server.

i Caution: Do not interrupt or cancel the backup process. If you do,
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To back up your files:

1. On the Personal Profile screen, click Backup on the left. The File Backup
table appears. See Figure 56.

2. Follow the on-screen instructions. You can change the path or the filename,
but the file MUST have the extension .raq in order for the Restore function to
work properly.

3.  When you are ready to perform the backup, click Backup My Files.

Figure 56 shows the File Backup table for a site user.

Figure 56. File Backup table
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Restore

Restore allows you to restore all files and subdirectories in your home directory
from a .raq backup file.

Caution: The system restores data only (for example, email
i ii messages stored on the server or Web files). It does NOT restore

virtual sites or site users to a RaQ 4.

To restore the backed-up files (from your local disk to your RaQ 4 home
directory):

1. On the Personal Profile screen, click Restore on the left. The File Restore
table appears. See Figure 57.

2. Click Browse and select the .raq backup file to restore onto the RaQ 4.

3. If you want to restore only some of the files, check Selective Restore and
select those files.

4. Click Restore a Backup File.

Archive restores are not possible with Microsoft Internet Explorer version 3. If
you experience problems uploading an archive, use a newer version of browser.

Do not interrupt an archive restore because this can corrupt data. If the restore
process is interrupted, the user can try to restore again.

Figure 57 shows the File Restore table for a site user.

Figure 57. File Restore table
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Using email on the RaQ 4

To use all of the email capabilities on the RaQ 4, the RaQ 4 Administrator must
correctly set the parameters for the email server; see “Email server” on page 53.

The user must also configure the email client to send email to and retrieve email
from the RaQ 4. Ensure the following information is entered into the email client:

1.

Email address The format is:

<username>@hostname.domainname

(for example, myname @rag4.cobalt.com) where:

e <username> is the user ID assigned to you (for example, myname)
*  <hostname> is the name assigned to the RaQ 4 (for example, raq4)

e <domainname> is either the official domain name (for example,
cobalt.com) that is registered with a name registrar accredited by the
Internet Corporation for Assigned Names and Numbers (ICANN) or an
intranet domain name specific to your network. Obtain this information
from your network administrator.

For more information on ICANN, visit the ICANN Web site at
http://www.icann.org.

SMTP server The format is hostname.domainname (for example,
raq4.cobalt.com).

POP3 server The format is hostname.domainname (for example,
rag4.cobalt.com).

IMAP server The format is hostname.domainname (for example,
raq4.cobalt.com).

APOP server The format is hostname.domainname (for example,

rag4.cobalt.com).

Note: Occasionally, an email application asks for an incoming mail
server. The incoming mail server is the POP3 server.
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Developing Web pages

You can create complex Web pages using any of the standard HTML editors and
the HTML publishing capabilities of many popular desktop productivity
applications.

You can create and link the Web pages on your desktop computer, and then move
them to the appropriate subdirectory in the RaQ 4 through an FTP-based
application; see “Publishing Web pages using FTP” on page 146.

CGil scripts

The RaQ 4 supports common gateway interface (CGI) scripts, such as those
written in Perl, C or other languages. If CGI is enabled for your site (see the Site
Settings section of the Site Management screen), you can add CGI scripts to
work with your Web content.

You can develop CGI scripts on your desktop machine and then transfer them to
the RaQ 4 by means of any FTP-based application that allows permission bits to
be set to executable.

Use FTP to upload .cgi and .pl files; use ASCII mode to upload CGI files. Once
the file is on the RaQ 4, use your FTP program to make the script executable. You
can also use the telnet command:

chmod 775 <filename>.cgi.

In order for users (other than the RaQ 4 Administrator) to add CGI files, CGI
must be enabled for the user’s virtual site (see the Site Settings section of the Site
Management screen). CGI scripts must use .pl or .cgi filename extensions in
order to be executed by the Web server.

Server-side scripting languages

The RaQ 4 supports both the Active Server Pages (ASP) and PHP scripting
languages. These features are enabled on a per-site basis (see the Site Settings
section of the Site Management screen).

Like CGI scripts, you can develop ASP and PHP scripts on your desktop machine
and then transfer them to the RaQ 4 by means of an FTP-based application.
Unlike CGI scripts, ASP and PHP do not require execute permissions to work
correctly. However, ensure that the Web server process can read the scripts; you
can use the telnet command:

chmod 664 <filename>.asp or <filename>.php

For the Web server to run the scripts correctly, ASP scripts must use the .asp
filename extension and PHP scripts must use the .php filename extension.
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Publishing Web pages using FTP

Note: For more information about the directory structure on the
RaQ 4, see “Directory structure” on page 175.

After creating your Web pages, you can publish them on the RaQ 4 using an
FTP-based application.

Make sure you have the following information:
e the host name or the IP address of your RaQ 4
e your user name and password

¢ afilename of your choice to save as your main page (the default is
index.html)

Launch your FTP software and establish an FTP link to the RaQ 4. Upload your
HTML files. If you need help, consult the instructions for your FTP application.

By default, the files you upload using an FTP-based application are stored in your
personal directory; the directory path is:

/home/sites/<sitename>/users/<username>

where <sitename> is the fully qualified domain name of your site and
<username> is your user name.

Note to Site Administrators: To post Web pages for your site, you
must upload to the directory /home/sites/<sitename>/web.

Only Site Administrators or the RaQ 4 Administrator can upload to
this directory. If you do not specify this directory, your Web pages
are stored in your personal directory which is not accessible from
the Web.
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The Site Administrator can access and edit the site root content in the directory
/web during an FTP session. The site web root is accessible on the Web at
http://<sitename>/.

Site Administrators can edit their personal Web pages in the directory
/users/<username>/web during an FTP session. Personal Web sites are
accessible on the Web at

e http://<sitename>/users/<username>/
e  http://<sitename>/~<username>/

Users who are not Site Administrators can edit their personal Web sites in the
directory /web during an FTP session.

Publishing Web pages with FrontPage
for User Webs only

If FrontPage Server Extensions are enabled on a site, a Site Administrator can
enable FrontPage User Webs.

To publish a Web page using FrontPage:

1. Using FrontPage Explorer on a personal computer, select Open Web.

2. In the Folder Name field, enter the following:
http://<exactvirtualsitename>/~<username>/

For example, the user Jason Paez would enter

http://test130.cobalt.com/~jpaez/

3. Click OK. An authentication dialog appears.

4. Enter your user name and password assigned to you on the RaQ 4.

5. Click OK.

For FrontPage and FrontPage Web information and technical support, see
http://www.microsoft.com/frontpage/ and http://www.rtr.com/.
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Using telnet

Caution to the RaQ Administrator: You can seriously affect your
RaQ 4 if you modify the system configuration files. Only advanced
users of Linux should perform this operation.

See your RaQ 4 warranty card for more details.

Caution: Direct root logins are not allowed on the RaQ 4. To obtain
a root shell, telnet to the server and log in as the user admin. From
the command prompt, type su - and press Enter. Enter the
administrator’s password at the password prompt. Only the RaQ 4
Administrator can su - to root.

Telnet access is available to run shell scripts or use shell commands but only
advanced users should use telnet. An advanced user is someone who is proficient
in the internal workings of the Unix operating system.

The RaQ 4 Administrator can enable the telnet feature for a virtual site. If the
telnet feature has been enabled, the Site Administrator can then enable telnet
access for individual site users; see “User management” on page 97.
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To initialize the RaQ 4 through the serial console port:

1. Connect a null modem serial cable to the serial console port on the back
panel of the RaQ 4.

The following figure shows back panel of the RaQ 4i/RaQ 4r server
configuration; the serial console port on the base RaQ 4 server configuration
is in the same location.

—T—

@ ‘ TETE ) @ @ ‘ SOoe ) @ I—‘_’—I L\_,—I

[iGio o oo [
Seriall Serialll Network[
console port port connectors

2. Configure your terminal software to the following parameters:
e 115200 Baud
e 8 databits
*  no parity
e 1 stop bit

3. Power on the RaQ 4 with the power switch on the back panel. A number of
boot messages are displayed on your terminal screen.

4. The first prompt asks for an IP address. Enter the Primary IP address for the
RaQ 4 (for example, 10.9.19.55).

5. The second prompt asks for the netmask address. Enter the Primary Netmask
for the RaQ 4 (for example, 255.0.0.0).

6. The third prompt asks for the gateway address. Enter the gateway for the
RaQ 4 (for example, 10.9.25.254).

7. Confirm the settings that you have entered:
e Primary IP Address: 10.9.19.55
*  Primary Netmask: 255.0.0.0
e Gateway: 10.9.25.254
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8. Another prompt is displayed: [S]AVE / [C]ANCEL. Enter “S” to save the
configuration. The message Verifying and saving... appears.

9. Once the configuration is saved, the terminal screen displays the normal boot
status messages. Continue administration of the RaQ 4 through your Web
browser.

Development tools

The RaQ 4 provides a collection of utilities to support applications development
and server administration. These tools include:

e GNU C/C++ compiler (gce) and libraries

e Java Run-time Environment

e GNU Bourne Again Shell (bash)

e  Text editors (emacs, vi, pico)

* File system utilities (1s, mv, cp, 1n, rm, chmod, chown, chgrp, du, df)
e  File parsing utilities (sed, awk, diff)

¢ File display utilities (cat, more, less)

e Search utilities (find, grep, which)

e Archive utilities (gzip, tar, cpio, rpm)

e Network utilities (FTP, telnet, netstat, ping, finger, mail, pine)

e Programming languages (perl, python, tcl/tk)

These utilities can be found in one of the following directories:

/sbin
/bin
/usr/sbin
/usr/bin

For an expanded set of development tools, visit the Solutions directory on Cobalt
Networks’” Web site (http://www.cobalt.com/solutions/)

Additionally, the Linux distribution on the RaQ 4 is based on the Red Hat
Linux 6.0 distribution for x86-compatible processor systems.

You can run most pre-compiled x86-based commercial software packages on the
RaQ 4, as long as the software does not require a mouse, keyboard or monitor.
Ensure that the software is compatible with the Linux 2.2 kernel and the glibc
library.
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Configuration files

If necessary, you can change some of the configuration files for the RaQ 4
services for development purposes, but this may void your warranty. Please read
your warranty card before making any changes.

dramatically affect the operation of the services configured by
means of the RaQ 4’s Web-based administration service or the

i Caution: Changing any of the following configuration files can
administration service itself.

The services and some of their associated configuration files and directories are
the following:

e  Email

/etc/inetd.conf
/etc/sendmail. *
/etc/mail/

¢ Domain Name Service (DNS)
/etc/named/

e File transfer protocol (FTP)
/etc/proftpd.conf

e Web
/etc/httpd/conf/*.conf

*  Mailing lists

/usr/local/majordomo/
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Directory structure

The hard disk drive on the RaQ 4 is partitioned into four segments. Most of the
available space on the hard disk drive is on the partition mounted from /home. It
is recommended to do most of your work under this partition. By default, quotas
are turned on in this partition and are used extensively by the system software.

RaQ 4 home page

The document root for the Web server is the RaQ 4’s main site:
/home/sites/home/web
Web content in this directory is associated with the URL http://<IP address>/.
For example, a file saved as:
/home/sites/home/web/testdir/test.html

is accessed through the URL http://<IP address>/testdir/test.html.

Note: <IP address> refers to the IP address or the fully qualified
@] domain name of the RaQ 4.

Virtual site home page

The document root for the virtual sites’ Web page content is:
/home/sites/<sitename>/web

For example, www.cobalt.com would have a document root of
/home/sites/www.cobalt.com/web

Only the RaQ 4 Administrator or the Site Administrator can upload to this
directory.

Web content in this directory is associated with the URL http://<sitename>/.

For example, a file saved as:
/home/sites/<sitename>/web/testdir/test.html

is accessed through the URL http:/</sitename>/testdir/test.html.

Note: <Sitename> refers to the <hostname.domainname> of the
corresponding virtual site.
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Site user home page

When a user on the main site is created through the browser-based UI, the home
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Scripting languages available per site

Active Server Pages (ASP)

You can save Active Server Pages (ASP) files in any directory on your site,
provided that support for ASP is enabled, the ASP file is executable and the file
ends with an .asp extension.

The RaQ 4 is pre-configured with Chili!Soft ASP software.

PHP

You can save PHP files in any directory on your site, provided that support for
PHP embedded scripting is enabled, the PHP file is executable and the file ends
with a .php extension.

The RaQ 4 is pre-configured with support for embedded PHP scripts.

Cobalt RaQ 4 User Manual 177



Appendix C: Advanced Information

178 Cobalt RaQ 4 User Manual



Appendix D

Domain Name System

Basic DNS

The Internet uses a distributed naming system called the Domain Naming System
(DNS). DNS allows us to refer to computers by host names as well as by Internet
Protocol (IP) addresses.

IP addresses are hard to remember and are inconvenient to use. DNS allows us to
use host names and domain names which can resolved to IP addresses. DNS
servers translate host names and domain names (for example, www.cobalt.com)
to an associated IP address (for example, 192.168.1.10.)

For example, Cobalt Networks has registered the domain name “cobalt.com” for
use by our servers “mail.cobalt.com”, “www.cobalt.com” and others. The host
names “mail” and “www” represent different servers registered in the same

domain.

A domain name is a computer name suffix shared by a group of computers in the
same organization. A domain name should be associated with an IP address
through a Forward Lookup record. Domain names are organized in a hierarchy;
this hierarchy includes your company or server name, and a country code (for
example, .uk or .ca) or a top-level domain (for example, .com or .edu).

A Web site on the server is created with one IP address, one host name and one
domain name that together establish the identity of that Web site on the Internet.

Each domain name requires a primary domain authority on one DNS server. A
secondary DNS server acts as a backup to the primary. DNS information is
configurable only on the primary server, and not on the backup server.
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Enabling the DNS server feature

Important: Always click Save Changes to DNS Server after
l]g modifying DNS records. If you do not, the changes will not take
effect.

To enable the DNS server on the RaQ 4:

1. On the Server Management screen, click Control Panel. The Service
Settings table appears.

2. Click the check box to enable the Domain Name System (DNS) Server (if it
is not already turned on).

3. Click Save Changes.

To set the optional DNS services, click Parameters next to the DNS service in
the Service Settings table.

Configuring a primary DNS server

A primary DNS server maintains a list of name records and their associated

IP addresses. This list is made available to other DNS servers if your domain is
registered with your country-specific domain-naming organization. Your Internet
service provider (ISP) can help you register your Internet server.

To configure a primary DNS server for your RaQ 4:

1. On the Server Management screen, click Control Panel. The Service
Settings table appears.

2. Click the check boxto enable the Domain Name System (DNS) Server (if it
is not already turned on).

Click Save Changes.
Click Parameters next to the DNS service in the Service Settings table.

Select Address (A) from the Add... pull-down menu.

AN L B~ W

Enter the host name and domain name you want to serve (for example, www
and mydomain.com) and enter its IP address (for example, 192.168.1.1).

7. You can enable Automatic Reverse Lookup Generation for this IP address
and host name pair so that IP address/host name pairs can be resolved in both
directions. Reverse lookup (PTR) records that are generated automatically
assume the network mask of 255.255.255.0 (24 bits.)
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9.

Basic DNS

Click Update List.
Click Save Changes to DNS Server.

Specifying a reverse lookup (PTR) record

A DNS server can also resolve a computer host name to an IP address, which is
known as reverse lookup. The network mask, or subnet size, is specified by an
integer from 8 to 32.

See Table 6.

To specify a reverse lookup (PTR) record:

1.

On the Server Management screen, click Control Panel. The Service
Settings table appears.

Click Parameters next to the DNS service in the Service Settings table.
Select Reverse Lookup (PTR) from the Add... pull-down menu.

Enter the host name and domain name you want to serve (for example, www
and mydomain.com) and enter its IP address (for example, 192.168.1.1) and
network mask (for example, 24).

Click Update List.
Click Save Changes to DNS Server.

Specifying a mail server (MX) record

To specify a mail server (MX) record:

1.

On the Server Management screen, click Control Panel. The Service
Settings table appears.

Click Parameters next to the DNS service in the Service Settings table.
Select Mail Server (MX) from the Add... pull-down menu.

Enter the host name and domain name you want to serve (for example, www
and mydomain.com) and enter its IP address (for example, 192.168.1.1) and
network mask (for example, 24).

In the Delivery Preference field, you can choose from the pull-down menu
Very Low, Low, High or Very High.

Click Update List.
Click Save Changes to DNS Server.
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Specifying an alias (CNAME) record
This feature allows you to alias one host name to another. The target host name
does not need to be a member of the local domain. For example, you can create
an alias record from “news.domain.com” to “uucp.isp.net”.

name to resolve to a host name.

i Caution: Do not use an Alias (CNAME) Record to cause a domain

For example, do not create an Alias (CNAME) Record for
mydomain.com that resolves to www.mydomain.com. Instead, add
a new Address (A) Record for mydomain.com to the IP address
used by www.mydomain.com. See “Configuring a primary DNS
server” on page 180.

To specify an alias (CNAME) record:

1. On the Server Management screen, click Control Panel. The Service
Settings table appears.

2. Click Parameters next to the DNS service in the Service Settings table.
3. Select Alias (CNAME) from the Add... pull-down menu.

4. Enter the host name and domain name for which you want to create an alias
(for example, www and mydomain.com) and enter the host name and
domain name for the target. The target host name is optional.

5. Click Update List.
6. Click Save Changes to DNS Server.

Configuring a secondary DNS server

As the RaQ 4 Administrator, you can configure a secondary DNS server to
provide redundant DNS service to your computers. If the primary DNS server is
turned off, a computer can use the secondary DNS server with no loss of
performance.
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Adding a secondary domain
To add a secondary name-server authority for a domain:

1. Onthe
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Advanced DNS

Network Mask Notation Conversion
Use Table 6 to convert between dot-quad and network mask bit-count notations.

Table 6. Network Mask Notation Conversion

Dot-Quad Bit count
255.0.0.0 8
255.128.0.0 9
255.192.0.0 10
255.224.0.0 11
255.240.0.0 12
255.248.0.0 13
255.252.0.0 14
255.254.0.0 15
255.255.0.0 16
255.255.128.0 17
255.255.192.0 18
255.255.224.0 19
255.255.240.0 20
255.255.248.0 21
255.255.252.0 22
255.255.254.0 23
255.255.255.0 24
255.255.255.128 25
255.255.255.192 26
255.255.255.224 27
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Table 6. Network Mask Notation Conversion

Dot-Quad Bit count
255.255.255.240 28
255.255.255.248 29

Delegating a subdomain

Important: Always click Save Changes to DNS Server after
[@ modifying DNS records. If you do not, the changes will not take
effect.

DNS servers are organized hierarchically. You can delegate the name server
authority for subdomains of any domain served by the RaQ 4 to other name
Servers.

For example, domain.com can be served authoritatively by a RaQ 4 by defining
an Address (A) Record using that domain. A subdomain, such as
remote.domain.com, can use its own set of DNS servers so that domain authority
can be shared between multiple physical sites. This makes it easier to use
multiple DNS servers in remote locations sharing a common domain.

To delegate the subdomain naming authority to another name server:

1. On the Server Management screen, click Control Panel. The Service
Settings table appears.

2. Click Parameters next to the DNS service in the Service Settings table.

3. Select the parent domain from the Select Domain or Network... pull-down
menu.

4. Select Delegate Subdomain from the Add... pull-down menu.

5. Specify the subdomain name and the fully qualified domain name(s) of the
DNS server(s) that will be authoritative for that subdomain.

6. Click Save Changes.
7. Click Save Changes to DNS Server.
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Delegating a subnet

You can delegate the name-server authority for a network to a remote DNS
server.

To delegate the subnet naming authority to a remote DNS server:

1. On the Server Management screen, click Control Panel. The Service
Settings table appears.

2. Click Parameters next to the DNS service in the Service Settings table.

3. Select the parent network from the Select Domain or Network... pull-down
menu.

4. Select Delegate Subnetwork from the Add... pull-down menu.

5. Specify an IP address and the size of the network to be delegated. The
IP address must be a member of the subnet to be delegated.

6. Specify the fully qualified domain name of the DNS server that will be
authoritative for that subnet.

7. Click Save Changes.
8. Click Save Changes to DNS Server.

Configuring server settings

You can configure forwarding servers and zone transfer access control for the
RaQ 4 DNS server.

To configure the DNS server settings:

1. On the Server Management screen, click Control Panel. The Service
Settings table appears.

2. Click Parameters next to the DNS service in the Service Settings table.
3. Select Server Settings from the Add... pull-down menu.

4. [If the RaQ 4 is being used on a private network or in conjunction with a
restrictive firewall, you can specify forwarding servers.

Enter the IP address of the Forwarding Server and, if you want, the Backup
Forwarding Server.
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A zone transfer allows another DNS server to download the complete list of
hosts maintained by your DNS server. By default, zone transfers are
unrestricted. However, you can restrict zone transfers if you want.

Enter IP addresses or network addresses in the Zone Transfer Access field;
this automatically causes zone transfers to become restricted. Now, only the
IP addresses or network addresses listed in this field are able to perform zone
transfers.

Click Save Changes.
Click Save Changes to DNS Server.

Start of Authority (SOA) configuration

For the best reliability, you can fine tune all primary domain and network
authority settings independently of each other.

To fine tune the primary domain and network authorities:

1.

On the Server Management screen, click Control Panel. The Service
Settings table appears.

Click Parameters next to the DNS service in the Service Settings table.

Select an authoritative domain or network from the Select a Domain or
Network... pull-down menu.

The first record in the record list is called the Start of Authority (SOA)
record.

Click the green pencil icon to modify the SOA record.

The SOA record defaults to acceptable values in the majority of RaQ 4
configurations. You can fine tune the values for the following parameters:

e Primary name server host name

e Secondary name server host name (optional)
¢ Domain administrator email address

e Refresh interval

e Retry interval

e  Expire interval

¢ Time-to-live (TTL) interval

Click Save Changes.

Click Save Changes to DNS Server.
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Name server (NS)

The primary name server defaults to the host name of the RaQ 4. You can specify
the qualified host name of the secondary DNS server for that domain in the
Secondary Name Server (NS) host name field. Some top-level domain
registration organizations require that the secondary name server record be
defined.

Domain administrator email address

The email address defaults to the user name admin of the RaQ 4. This email
address is publicly available and is the administrative contact for the domain or
network served.

Refresh interval

You can configure the refresh interval between updates from a secondary DNS
server.

e If DNS record changes occur infrequently, increase the default value.
e If DNS record changes occur often, decrease the default value.

Tune the refresh interval to avoid wasting bandwidth and to ensure the content on
the secondary server is accurate at all times.

Retry interval

Due to a connection or service failure, a secondary DNS server may be unable to
refresh data from the primary server. The secondary DNS server attempts to
refresh data after the interval specified for trying again.

Expire interval

A secondary DNS server may be unable to refresh data from the primary server
for a prolonged period of time. After the interval specified for expiry, the
secondary server stops serving name requests.

Time-to-live period (TTL)

A caching DNS server other than the primary and secondary DNS servers for this
domain or network can cache record lookups for the TTL period. During the TTL
period, a caching DNS server does not poll the primary or secondary DNS
servers for repeated lookups of the same record.
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Sample setup of DNS service

This sample setup assumes that you have already done two things:

1.

You have registered your domain name. For more information on registering
a domain name, visit the Internet Corporation for Assigned Names and
Numbers (ICANN) at http://www.icann.org.

You have created the Web site on the RaQ 4. For instructions on how to do
this, see “Developing Web pages” on page 145 and “Directory structure” on
page 175.

In the following examples, we will configure a sample Web site called
“www.mydomain.com” for Web service and email service using a sample
IP address 192.168.10.10.

n@) Important: Substitute your domain name and IP address where the

sample domain name or sample IP address appears.

The recommended minimum configuration for Web and email service requires
these records:

An Address (A) Record for mydomain.com which resolves to 192.168.10.10

An Address (A) Record for www.mydomain.com which resolves to
192.168.10.10

A Mail Server (MX) Record for mydomain.com which resolves to
www.mydomain.com

A Reverse Address (PTR) record for 192.168.10.10 which points to
mydomain.com
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These records allow anyone on the Internet to type either “mydomain.com” or
“www.mydomain.com” in order to access your Web site. To set up these records,
go to the Parameters section of the DNS server in the Cobalt user interface (UI).

1. On the Server Management screen, click Control Panel. The Service
Settings table appears.

2. Click the check box to enable Domain Name System (DNS) service (if it is
not already enabled).

3. Click Save Changes. The browser screen refreshes.

4. Click Parameters next to the DNS service in the Service Settings table. The
DNS Settings table appears, as in Figure 63.

Figure 63. DNS Settings table

Server Management

==

@ Services @ MNetwork @ Bandwidth @ Time

_Site Management =

[ 2]

No DS records fiave ben semp.

Save Changes To DNS Server
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Create an Address (A) Record

Create an Address (A) Record for “mydomain.com”:

1. Select Address (A) Record from the Add... pull-down menu
¢ Leave the Host Name field blank.
¢ In the Domain Name field, enter mydomain.com.
e In the IP Address field, enter 192.168.10.10.

¢ Ensure the check box for Automatic Reverse Address Record Generation
is checked. This automatically creates the Reverse Address (PTR)
Record.

2. Click Update List. The DNS Settings table is regenerated showing
mydomain.com, as in Figure 64.

Figure 64. DNS Settings table (mydomain.com)

Server Management

@ Services @ Network @ Bandwidth @ Time

(el Domain o Network =) = =)
Start of Awthority (SO.4) Configursrion [1]
rr :my\iumajn com £ 192168.10.10 00
. 192168 10 1024 e mydormain eom 0]
_Site Usage

Save Changes To DNS Server

Active Monitor =
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Create a second Address (A) Record

Create a second Address (A) Record for “www.mydomain.com”.

Note: Do not make this a CNAME record. Some email server

ﬁD software cannot process CNAME records. If you would like to
create multiple names for one IP address, create multiple A records.
See “Specifying an alias (CNAME) record” on page 182 for the
appropriate use of CNAME records.

1. Select Address (A) Record again from the Add... pull-down menu.
e In the Host Name field, enter www.
¢ In the Domain Name field, enter mydomain.com.
e In the IP Address field, enter 192.168.10.10.

¢ Remove the check from the check box for Automatic Reverse Address
Record Generation.

2. Click Update List. The DNS Settings table is regenerated showing
mydomain.com and www.mydomain.com, as in Figure 65.

Figure 65. DNS Settings table (mydomain.com and www.mydomain.com)

Server Management ¢

@ Services @ Network @ Bandwidth @ Time

((Selet Domain or Network. =) = =)
Staxt of Authordy (S04) Configurtion [0
o ain com L 192.16810.10 0@
i romein comm Ea 192.168.10.10 0w
192168101024 - snydormsincom 06

Save Changes To DNS Seniar
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Create a Mail Server (MX) Record

To receive mail for “mydomain.com”, create a Mail Server (MX) Record. An
MX record is similar to a A record but points to a name rather than an IP address.
It is critical that the MX record point to a name which has a corresponding

A record with the proper IP address.

1. Select Mail Server (MX) Record from the Add... pull-down menu.
* Leave the Host Name field blank.
¢ In the Domain Name field, enter mydomain.com.
¢ In the Mail Server field, enter www.mydomain.com.

e In the Delivery Preference field, you can choose from the pull-down
menu Very Low, Low, High or Very High.

For our example, the Delivery Preference can be set to High.
2. Click Update List. The DNS Settings table is regenerated. See Figure 66.
You are now finished with creating your DNS records.
I]@ Important: Click Save Changes to DNS Server. This activates the

changes you have made. If you exit this screen without saving your
changes, they will not become active.

The completed DNS Settings table is regenerated as in Figure 66.

Figure 66. Completed DNS Settings table

Server Management ¢

@ Services @ Network @ Bandwidth @ Time

........ - (5%t Doraein or Network.. ) (s ]
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To edit another domain, select another domain from the Select Domain or
Network... pull-down menu. You can select any domain that you have configured
for the DNS server.

To add a new domain, use the Add... pull-down menu again. In the Domain
Name field, replace the default domain name with the new domain name that you
want to create.

Further information

For further information, refer to the following:

e In the Cobalt Knowledge Base, search on “DNS”.
e http://www.dnswiz.com/dnsworks.htm

e http://www-europe.cisco.com/warp/public/787/indexDNS .html

Brief history of the Domain Name
System (DNS)

In the 1960s, the U.S. Department of Defense Advanced Research Projects
Agency (ARPA, and later DARPA) began funding an experimental wide area
computer network called the ARPAnet. The ARPAnet used a centrally
administered file called HOSTS.TXT which held all name-to-address mapping
for each host computer connected to the ARPAnet. Since there were only a
handful of host computers at the start, HOSTS.TXT worked well.

When the ARPAnet moved to the Transmission Control Protocol/Internet
Protocol (TCP/IP) suite of protocols and become known as the Internet, the
population of the network exploded. HOSTS.TXT became plagued with
problems, namely

e traffic and load
¢ name collisions
*  consistency

A replacement for the HOSTS.TXT file was needed. The goal was to create a
system that solved the problems inherent in a unified host table system. The new
system should allow local administration of data and also make that data globally
available.

In 1984, the architecture of a new system called Domain Name System (DNS)
was designed and is the basis of the DNS service used today on the Internet.
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DNS is a distributed database that allows local administration of the segments on
the overall database. Data in each segment of the database are available across the
entire network through a client-server scheme consisting of name servers and
resolvers.

What is a DNS record?

People are much more comfortable dealing with names rather than strings of
numbers. A domain name such as “cobalt.com” is much easier to remember than
the IP address which consists of four octets of numbers such as 207.91.131.30.
Domain names must be registered with Root Domain Registration Service; visit
the Internet Corporation for Assigned Names and Numbers (ICANN) at
http://www.icann.org. for a list accredited domain-name registrars.

Computers, on the other hand, prefer numbers to names. Since computers have
the final say when a user is looking for a company Web site, a mechanism is
needed to convert the human-friendly domain name to the computer-friendly
IP address.

DNS records on a DNS server perform this function. The records translate a
domain name to an IP address; a record equates a domain name such as
“cobalt.com” to an IP address such as 207.91.131.30. Once the domain name has
been converted or “resolved” to an IP address, then (and only then) can the user
connect to your Web site.

Without DNS and domain names, the user would be required to remember the
IP address of every site they wanted to visit. With DNS servers and DNS records,
customers and their software can easily remember how to get to your site.

Who manages your DNS records?

Your DNS records can reside on any Cobalt server that has the DNS service
enabled. You or your network administrator can easily configure a Cobalt server
to act as a DNS server. To provide DNS service, ICANN requires a site to
maintain both a primary and a secondary server. Your Cobalt server can act as the
primary server and a DNS server from your Internet service provider (ISP) can
act as the secondary server.

How does DNS work?

The basic method that allows a domain name to direct customers to your Web site
is shown in Figure 67. This diagram describes a request made by a Web browser
as the customer attempts to log on to your Web site.
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To determine which primary name server contains your domain name:

1.

The local name server (the DNS resolver/browser machine) contacts the
root-level name server maintained by several Internet root server authorities.

The root-level name server returns the IP address of the primary name server
responsible for the requested domain name.

The local name server contacts the primary name server.

The primary name server holds the IP address information for the domain
name in a database and satisfies the request from the local name server.

If the primary name server is unavailable, the local name server contacts the
secondary name server that satisfies the request from the local name server.
The local name server returns to the Web browser with the IP address for the
requested domain name.

Using the IP address, the Web browser contacts the company Web server.

The company Web server sends the Web page to the local name server.

Figure 67. Basic method of DNS
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